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§ 21
Inhyrning av ny lokal pa Jaktgatan 38 i Hjorthagen
NI 2026/510

Beslut

1. Norra innerstadens stadsdelsndmnd godkénner
forvaltningens forslag om inhyrning av ny lokal pa Jaktgatan
38 1 Hjorthagen till en arshyra ar ett om 2,4 miljoner kronor.

2. Norra innerstadens stadsdelsndmnd ansdker hos
kommunstyrelsens ekonomi- och trygghetsutskott om
godkdnnande av inhyrning av ny lokal pd Jaktgatan 38 i
Hjorthagen till en arshyra ar ett om 2,4 miljoner kronor.

3. Norra innerstadens stadsdelsndmnd godkénner avsteg i
lekvérdesriktlinjerna.

Sammanfattning av arendet

Med anledning av den nybyggnation av bostdder som planeras i
stadsutvecklingsomradet Norra Djurgéardsstaden inom stadsdelen
Hjorthagen finns behov av att planera for nya verksamheter.
Forvaltningen ser bland annat behov av fler forskoleplatser samt
lokal for fritidsgérd. Forvaltningen har sokt lokaler i omridet som
kan mojliggora ett mangfunktionellt nyttjande och har i det arbete
identifierat byggnaden Hjorthagen 1:3 pa Jaktgatan 38 som lamplig
for andamélet.

Lokalen pa Jaktgatan 38 har en total yta pd 815 kvadratmeter.
Arshyran ar ett uppges till 2,4 miljoner kronor och fastigheten #gs
av Wallenstam AB. Om lokalerna enbart skulle anvéndas till
forskoleverksamhet har de kapacitet for 80 barn. For denna fastighet
finns inget stérre behov av ombyggnation, detta eftersom
fastigheten byggdes med avsikten att inrymma en forskola samt
endast dr tio ar gammal. Hyresperioden dr mellan 1 januari 2027 till
31 december 2031 med forléingning om 36 manader om inte
uppsigning gors nio manader innan hyresperiodens slut.
Hyreskostnaden dr ldgre 4n vid en nyetablering. Detta bedoms
skapa goda ekonomiska forutsdttningar for verksamheten.

Forvaltningens sammanvégda bedomning ér att det finns manga
fordelar med inhyrning av lokalen pa Jaktgatan 38. Dels ar
hyresnivén rimlig och dels ger lokalen mojlighet till
méngfunktionella och vilfungerande lokaler samt god utemiljo.
Samtidigt skapas mgjligheter for att tva av de forskolelokaler med
samre forutsittningar som idag hyrs av bostadsréttsforeningar skulle
kunna ldmnas, om ndmnden beslutar om att hyra in lokalerna pa
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Jaktgatan, samt att alla nodvindiga beslut om att hyra in
Hjorthagens gamla skola fattas.

Sarskilt uttalande
Amelie Langby m.fl. (M) lamnar foljande sdrskilda uttalande:

"Norra Djurgardsstaden &r en av Stockholms snabbast vixande
stadsdelar. I takt med att allt fler barnfamiljer flyttar in och véljer att
bo kvar 6kar ocksé antalet tondringar stadigt. Samtidigt saknas 1 dag
en dndamalsenlig och lokalt forankrad mdtesplats dir unga kan
samlas for en meningsfull och utvecklande fritid i sitt ndromrade.

Tidigare fanns en foreningsdriven ungdomsgérd i Hjorthagen, men
verksamheten upphorde till £61jd av ett minskat underlag och
lokaler som inte moétte datidens behov. Med den demografiska
forandring som nu sker 1 stadsdelen vixer ett nytt och tydligt behov
fram frén en generation unga 1 tidiga tonéren.

Tillgangen till trygga, tillgédngliga och stimulerande mdtesplatser ar
en central del av stadens forebyggande arbete. En sddan verksamhet
bidrar till att stdrka gemenskap, fraimja delaktighet och stodja ungas
psykiska hélsa. Ambitionen maste vara att erbjuda mer dn enbart en
plats for umgénge; en modern motesplats ska dven tillhandahélla
verktyg for personlig utveckling och larande.

Verksamheten bor finnas i lokaler med langsiktiga forutséttningar
dér mélgruppen fir vara med och utforma bade lokalerna och
innehéllet. Vi beklagar bristen pa dialog bdde med mélgruppen,
ndrboende och inom ndmnden for att ge verksamheten bésta mdjliga
forutséttningar."

Ersattaryttrande
Carl Haggqvist (KD) ansluter sig till Moderaternas sarskilda
uttalande.

Handlingar i arendet
e NI 2026/510-1 Inhyrning av ny lokal pé Jaktgatan 38 i
Hjorthagen
e NI 2026/510-2 Bilaga 1. Forslag till hyresavtal for Jaktgatan
38
e NI 2026/510-3 Bilaga 2. Berédkning lekvérden,
berdkningsverktyg LYF



Signerat av
Protokollet har signerats digitalt av féljande personer

Namn Datum
Petter Martinsson 2026-06-16

Amelie Langby 2026-06-16
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Inhyrning av ny lokal pa Jaktgatan 38 i
Hjorthagen

Forvaltningens forslag till beslut

1. Norra innerstadens stadsdelsndamnd godkénner
forvaltningens forslag om inhyrning av ny lokal pa Jaktgatan
38 1 Hjorthagen till en arshyra ar ett om 2,4 miljoner kronor.

2. Norra innerstadens stadsdelsndmnd ansdker hos
kommunstyrelsens ekonomi- och trygghetsutskott om
godkdnnande av inhyrning av ny lokal pd Jaktgatan 38 i
Hjorthagen till en arshyra ar ett om 2,4 miljoner kronor.

3. Norra innerstadens stadsdelsndmnd godkénner avsteg i
lekvérdesriktlinjerna.

Sammanfattning

Med anledning av den nybyggnation av bostidder som planeras 1
stadsutvecklingsomrédet Norra Djurgardsstaden inom stadsdelen
Hjorthagen finns behov av att planera f6r nya verksamheter.
Forvaltningen ser bland annat behov av fler forskoleplatser samt
lokal for fritidsgard.

Forvaltningen har sokt lokaler i omradet som kan mdjliggora ett
méngfunktionellt nyttjande och har i det arbete identifierat
byggnaden Hjorthagen 1:3 pa Jaktgatan 38 som lamplig for
dndamaélet.

Lokalen pa Jaktgatan 38 har en total yta pd 815 kvadratmeter.
Arshyran &r ett uppges till 2,4 miljoner kronor och fastigheten 4gs
av Wallenstam AB. Om lokalerna enbart skulle anvéndas till
forskoleverksamhet har de kapacitet for 80 barn. For denna fastighet
finns inget storre behov av ombyggnation, detta eftersom
fastigheten byggdes med avsikten att inrymma en forskola samt
endast &r tio ar gammal. Hyresperioden dr mellan 1 januari 2027 till
31 december 2031 med férlangning om 36 manader om inte
uppsdgning gors nio manader innan hyresperiodens slut.
Hyreskostnaden ar ldgre dn vid en nyetablering. Detta beddms
skapa goda ekonomiska forutséttningar for verksamheten.
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Forvaltningens sammanvégda bedomning ér att det finns manga
fordelar med inhyrning av lokalen pa Jaktgatan 38. Dels ér
hyresnivén rimlig och dels ger lokalen méjlighet till
méngfunktionella och vilfungerande lokaler samt god utemiljo.
Samtidigt skapas mgjligheter for att tva av de forskolelokaler med
samre forutsittningar som idag hyrs av bostadsrittsforeningar skulle
kunna ldmnas, om ndmnden beslutar om att hyra in lokalerna pa
Jaktgatan, samt att alla nddvandiga beslut om att hyra in
Hjorthagens gamla skola fattas.

Bakgrund

Den nybyggnation av bostdder som planeras i
stadsutvecklingsomrédet Norra Djurgardsstaden fram till ar 2032
véntas innebdra cirka 1 455 nya bostédder. Med anledning av
planerad och tidigare genomford nybyggnation vintas dven behov
av nya verksamheter att tillkomma. Forvaltningen ser bland annat
behov av fler forskoleplatser samt lokal for fritidsgard.

Niér Norra Djurgardsstaden borjade byggas 1 borjan av 2010-talet
utgick forvaltningen fran ett nyckeltal som innebar en prognos om
ett behov av 20 nya forskoleplatser per 100 nya bostdder.
Prognoserna f6ll vél ut och var 1 linje med det faktiska behovet av
forskoleplatser. Enligt den senaste befolkningsprognosen for staden
véntas antalet barn 1 dldrarna 1-5 ar att 6ka 1 ldgre takt an tidigare
ar. Befolkningsprognosen i kombination med att det redan finns
befintliga forskolor i omradet har foranlett att forvaltningen valt att
sdnka prognosen av behovet av forskoleplatser och istéllet berdknar
ett behov av 10 nya forskoleplatser per 100 nya bostidder. Utifran
planeringen om cirka 1 455 nya bostéder fram till &r 2032 skulle det
innebéra en nddvindig kapacitetsokning med 146 forskoleplatser,
vilket motsvarar dtta avdelningar.

Forutom den nybyggnation som beskrivits ovan och som foranleder
en nddvandig kapacitetsokning om 146 forskoleplatser, planeras 1
Gasverksomradet, Gasklocka 4, for en forskola om 80 platser.
Inom Kolkajen planeras tva forskolor om totalt cirka 160 platser
med tidplan 2031 till 2036. Forskolorna i Gasverksomradet och
Kolkajen véntas ticka behovet av forskoleplatser inom respektive
omrdde vilket innebdr att behovet om 146 ytterligare platser
kvarstar efter det att ovan beskrivna projekt verkstallts.

Parallellt med detta drende har ndimnden fattat inriktningsbeslut om
att godkdnna inhyrning av Hjorthagens gamla skola.! De lokalerna
har kapacitet for 126 forskoleplatser vilket innebir att det finns
behov av ytterligare 20 forskoleplatser for att ticka hela det

! Inriktningsbeslut for ny forskola i Hjorthagen, dnr NI 2026/1608.
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prognosticerade behovet. Samtidigt skapas mojligheter for att tva av
de forskolelokaler med sdmre forutsdttningar som idag hyrs av
bostadsrittsforeningar skulle kunna ldmnas.

Utover forskoleplatser finns dven behov av lokal for fritidsgérd.
Lokalen planeras till en borjan att anvéndas som fritidsgérd for att
dérefter overga till forskola nédr behovet av forskoleplatser okar.
Sammantaget har dessa behov lett fram till att forvaltningen sokt en
lokal som mojliggor ett méngfunktionellt nyttjande.

Arendet

Forvaltningen har undersokt olika alternativ for att tillgodose
behovet av verksamhetslokaler i stadsdelen Hjorthagen. I forsta
hand 1 fastigheter som édgs av staden och 1 andra hand hos aktorer
utanfor staden. Nedan presenteras det alternativ som forvaltningen
bedomer dr bast 1dmpat for &ndamaélet.

Jaktgatan 38

I byggnaden Hjorthagen 1:3 som ligger pé Jaktgatan 38 har det
tidigare bedrivits forskoleverksamhet av en fristdende aktdr, fran
augusti ar 2016 till sommaren ar 2025. Byggnaden ér friliggande
och uppfordes av Wallenstam AB.

Byggnaden ér uppford i ett plan i suterrdnglége i det nordostra
hornet av Kontorsparken med en lekgard pa taket som ansluter till
parken. Ingangarna till byggnaden ligger i varsin dnde av fasaden, 1
nischer skyddade av trasnickerier. Den fore detta forskolans lekrum
ligger langs gatufasaden for att {4 in dagsljus medan en storre
samlingssal far 6verljus frin en lanternin.

Den tidigare aktoren bedrev verksamhet for 90 barn 1 lokalerna som
omfattar 815 kvadratmeter. Utifran kvadratmeterantalet och stadens
riktlinjer avseende yta per barn som bor vara minst 10 kvadratmeter
per barn sé dr lokalen lamplig for 80 barn.

Tidplan

Enligt den preliminira tidplanen véntas inflyttning kunna ske
relativt omgéende. Hyresavtalet giller i sé fall fran och med 1
januari 2027 men det finns utrymme att tidigareldgga inhyrningen
om behov finns.
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Ekonomin nedan utgar frin att lokalen anvénds helt som forskola.

Kapacitet

80 barn.

Lokalarea

815 kvadratmeter.

Arshyra

2,4 miljoner kronor.

Hyra per barn

30 000 kronor.

Hyrestid

2027-01-01 till och med
2031-12-31 med 36
manaders forlangning.

Hyra per kvadratmeter

2 900 kronor per
kvadratmeter.

Friyta — gardsyta

815 kvadratmeter.

Gardsyta per barn

10 kvadratmeter.

Antal avdelningar

6 avdelningar.

Yta per barn

10 kvadratmeter.

Under en 6vergangsperiod om cirka tva ar planeras hélften av
lokalen, det vill sdga cirka 400 kvadratmeter, att anvindas som
fritidsgard och den andra hélften som forskola for 40 barn.
Nyckeltalen blir dock desamma eftersom bade lokalytan samt

kapaciteten halveras. Den

andra halvan av hyran finansieras via

anslag fran resursfordelning utifran verksamhetsomradet barn,
kultur och fritid. Utifran en berdkning om att hyran 6kar med ett
snitt om tva procent per ar kommer hyresutvecklingen for Jaktgatan
38 att se ut enligt nedan graf.
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Hyresperioden dr mellan 1 januari 2027 till och med 31 december

Inhyrning av ny lokal pa Jaktgatan 38 i
Hjorthagen

2031 med forldngning om 36 méinader om inte uppsidgning gors nio
manader innan hyresperiodens slutdatum.
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Arendets beredning

Arendet har beretts av ekonomiavdelningen, forskoleavdelningen,
avdelningen for stadsutveckling och kvalitetsavdelningen. Samrad
har genomforts med stadsledningskontoret.

Forvaltningens synpunkter och forslag

Med anledning av den nybyggnation av bostdder som planeras 1
stadsutvecklingsomradet Norra Djurgéardsstaden inom stadsdelen
Hjorthagen finns behov av att planera for nya verksamheter.
Forvaltningen har sokt lokaler 1 omradet som kan mdjliggora ett
méngfunktionellt nyttjande och har i detta arbete identifierat
byggnaden Hjorthagen 1:3 pa Jaktgatan 38 som lamplig for
dndamaélet.

Mot bakgrund av att efterfragan av forskoleplatser kommer att 6ka
successivt 1 omradet och behovet av lokaler for en fritidsgdrd finns
redan nu, kan Jaktgatan 38 till en borjan anvindas som fritidsgérd
for att direfter 6verga till forskola nir antalet forskolebarn dkar.
Enligt detaljplan ska lokalen anvdndas som forskola varvid
fritidsgard behover tillfalligt bygglov under begréansad tid till dess
att en annan lokal kan hittas.

Jaktgatan 38 har en total yta pa 815 kvadratmeter och en kapacitet
totalt f6r 80 barn om lokalen skulle anvindas enbart for
forskoleverksamhet. Fastigheten dgs av Wallenstam AB. En
inhyrning 1 denna fastighet skulle gad emot kommunfullméktiges
mdlsittning om att primért hyra lokaler i fastigheter som &dgs av
staden. Samtidigt skapas mojligheter for att tva av de
forskolelokaler med sdmre forutséttningar som idag hyrs av
bostadsrittsforeningar skulle kunna Idmnas om ndmnden beslutar
om att hyra in lokalerna pé Jaktgatan, samt att alla nddvindiga
beslut om att hyra in Hjorthagens gamla skola ocksa fattas.

For fastigheten pd Jaktgatan 38 finns inget storre behov av
ombyggnation, endast mindre anpassningar samt upprustningar
bedoms behovas. Detta eftersom fastigheten fran borjan byggdes
med avsikten att inrymma en forskola samt endast dr tio &r gammal.
Hyreskostnaden dr ocksé betydligt ldgre dn vid en nyetablering.
Detta bedoms skapa goda ekonomiska forutsattningar for
verksamheten. Forvaltningen ser dock en viss osdkerhet gillande
utvecklingen av hyreskostnaderna eftersom hyresvérdar utanfor
staden forvéntas att 6ka hyran over tid.

Enligt Plan- och bygglagen (PBL) ska det {for forskola och skola pé
tomten eller i ndrheten av den finnas tillrdckligt stor friyta som &r
lamplig for lek och utevistelse. Det dr upp till varje kommun att
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beddma vad som dr en lamplig yta och ett lampligt innehall. I
Stockholms stad anvinds lekytefaktor (LYF) som ett verktyg for att
beddma om ytorna dr ldmpliga for lek och utevistelse. Vid
upprustning av befintliga forskolor och skolor ansvarar aktuell
stadsdelsforvaltning 1 ett forsta skede for att en bedomning gors av
nuldget och vilka lekvirden som finns pd girden. Detta resulterar i
ett LYF-virde.

Enligt Stockholms stads Lekvdrdesriktlinjer — Utformning av
forskole- och skolgardar beskrivs att utgdngspunkten for
nybyggnation av forskolegérdar i ett tidigt skede ska vara minst 20
kvm/barn. Forvaltningen vet av erfarenhet att detta dr mycket svért
att fa till 1 innerstaden eftersom de ytor som efterfrdgas mycket
sdllan finns, inte ens i1 nya exploateringsomraden. Det beskrivs i
lekvérdesriktlinjerna att avsteg kan behova goras fran LYF 1 de
delar av staden som redan dr titbebyggda for att kunna erbjuda alla
barn en forskola ndra hemmet. Staden kan da behdva besluta om
forskolor som inte uppnér en godkénd LYF. Garden till Jaktgatan
38 erbjuder 10 kvadratmeter per barn i lekyta. Den genomsnittliga
lekytan for samtliga befintliga forskolor i Norra innerstaden ligger
pa totalt 9 kvadratmeter. Berdkningsverktyget for
lekvirdesfaktorerna visar att forutsattningarna for att uppnd LYF
inte uppfylls for Jaktgatan 38, framst fOr att garden &r for liten.
Forvaltningens bedomning dr dock att gdrdsytan kan erbjuda béttre
friyta 4n manga andra forskolor i stadsdelsndmndsoradet, trots att
ytan per barn &r ldgre dn vad som foreskrivs i Lekviardesriktlinjerna.
Precis intill gdrden ligger dven en park som tidigare
forskoleverksamhet nyttjade flitigt. Forskolan ligger ocksd 1
tatbebyggt omrade varvid avsteg kan goras.

Forskolorna 1 Norra Djurgédrdsstaden har 1 snitt en gardsstorlek pa 8
kvadratmeter per barn. Forvaltningen bedomer darfor att ett avsteg
frén lekvirdesriktlinjerna dr motiverat 1 detta fall och férvaltningen
foreslar att namnden godkénner ett avsteg. Om lokalerna inte enbart
skulle anvandas till forskoleverksamhet skulle friytan per barn bli
storre.

Om nédmnden skulle hyra in Jaktgatan 38 skulle det kosta 2,4
miljoner kronor arligen. Om nddvéndiga beslut {for att hyra in
Hjorthagens gamla skola fattas kommer det finnas mdjlighet att
lamna forskolelokaler 1 omrddet som har sdmre forutséttningar for
cirka 4,5 miljoner kronor arligen. Sammantaget bedomer
forvaltningen att det finns manga fordelar med inhyrning av
lokalerna pd Jaktgatan 38. Dels dr hyresnivan rimlig och dels ger
lokalen mojlighet till mingfunktionella och vélfungerande lokaler
med god utemiljo.
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Sammanfattningsvis foresldr forvaltningen att:

e Norra innerstadens stadsdelsnimnd godkénner
forvaltningens forslag om inhyrning av ny lokal pa Jaktgatan
38 1 Hjorthagen till en arshyra ar ett om 2,4 miljoner kronor.

e Norra innerstadens stadsdelsndmnd ansdker hos
kommunstyrelsens ekonomi- och trygghetsutskott om
godkédnnande av inhyrning av ny lokal pa Jaktgatan 38 1
Hjorthagen till en arshyra ar ett om 2,4 miljoner kronor.

e Norra innerstadens stadsdelsndmnd godkdnner avsteg i

lekvérdesriktlinjerna.
Jesper Ackinger Maria Héarenstam
Stadsdelsdirektor Avdelningschef
Norra innerstadens Norra innerstadens
stadsdelsforvaltning stadsdelsforvaltning
Bilagor

1. Forslag till hyresavtal for Jaktgatan 38
2. Berdkning lekvérden, berdkningsverktyg LYF

Inhyrning av ny lokal pa Jaktgatan 38 i
Hjorthagen



Attesterat av
Detta dokument har godkants digitalt av féljande personer:

Namn Datum
Jesper Ackinger, Stadsdelsdirektor 2026-06-08

Maria Harenstam, Avdelningschef 2026-06-08



HYRESAVTAL

for lokal

Undertecknande har denna dag traffat foljande

Nr: 5084-5001-03

Kryss i ruta innebar att den dérefter féljande texten géller

Org.nr

kommunikation

[ RIESELE Wallenstam Fastighets AB 40 556838-9166
c/o Wallenstam AB (publ)
Hyresgist Personnr/Org.nr
Stockholms Kommun 212000-0142
- Kommun Fastighetsbeteckning
okalens
S () i Stockholm Domarudden 1
Gata Lokal nr
Jaktgatan 38-40 5001
Aviseringsadress
Enl. senare
Lokalens skick Lokalen med tillhérande utrymmen uthyrs i befintligt skick att anvéndas till:
och anvéndning .
Forskola, Oppen forskola samt se bilaga 4 punkt 2b
Beskrivning av SNI-kod: 85 100
verksamhet Bransch: FOrskoleutbildning
Lokalens Kontor Foreningslokal Lager Industri
storlek och plan cam2 plan cam2 plan cam2 plan cam2 plan cam2
omfattning
Utbildning Vard Mark Ovriga utrymmen
plan cam2 plan cam2 plan cam2 plan cam2 plan cam2
EV 732,6 EV 47,3
Plan 1 20,2 Plan 0 15
Om i avtalet angiven area avviker fran uppmatt area medfor avvikelsen inte ratt for hyresgasten till aterbetalning respektive hyresvarden ratt till hogre hyra.
bilaga
IZ Omfattningen av de férhyrda lokalerna har markerats & bifogade ritning(ar) 2
tillart for bil for [_] i- och plats for
urlastning & plats for skylt D skyltskap/automat D D
. Lokalen uthyrs bilaga
Inredning
IZ utan sarskild for verksamheten avsedd inredning |:| med sarskild for verksamheten avsedd inredning enligt bilaga
Vid hyresforhallandets upphdrande skall hyresgésten, om inte annan éverenskommelse tréffats, bortféra honom tillhérig inredning och stélla lokalerna i for
hyresvarden godtagbart skick.
Ledning fér lZI Hyresgasten bekostar erforderlig dragning av ledningar for telefoni fran den anslutningspunkt operatéren anger till de stallen i lokalen som hyresgéasten
telefoni i samrad med hyresvéarden véljer.
D Hyresvarden bekostar motsvarande ledningsdragning fram till lokalen. Ledningsdragning inom lokalen utférs och bekostas av hyresgasten men skall ske
i samrad med hyresvéarden.
Ledning fér lZI Hyresgasten bekostar erforderlig dragning av ledningar for datakommunikation fran den anslutningspunkt operatéren anger till de stéllen i lokalen
data- som hyresgéasten i samrad med hyresvéarden valjer.

D Hyresvéarden har utrustat fastigheten med ett fastighetsfibernat och i lokalen finns ett fiberuttag installerat. Om hyresgésten énskar datakommunikation via
fiber i lokalen, ska ndmnda uttag anvandas. Hyresgésten ombesorjer och bekostar all eventuellt erforderlig ledningsdragning fran uttaget och vidare inom
sjalva lokalen men har inte ratt att utan hyresvardens féregaende skriftliga samtycke installera ledningar eller annan liknande utrustning utanfor lokalen.
Innan uttaget i lokalen anvénds, ska Hyresgasten teckna eget abonnemang med fastighetsfiberféretaget (Allicon) samt med 6nskad internetleverantor.

Forlangningstid

Hyrestid Fran och med Till och med
2027-01-01 2031-12-31
Uppsigningstid Uppségning av detta avtal skall ske skriftligen minst 9 manader fore den avtalade hyrestidens utgang.

| annat fall ar avtalet forldngt med 36 manader for varje gang varvid 9 manaders Omsesidig uppségningstid skall galla.

Hyran erlaggs utan anfordran i forskott senast sista vardagen fore varje plusgiro nr bankgiro nr
Hyrans
betalning lZI kalenderkvartals D kalendermanads  bdrjan genom insattning pa: enl. avi enl. avi
Rinta Vid foérsenad hyresbetalning skall hyresgasten erlagga dels ranta enligt rantelagen, dels erséttning for skriftlig betalningspaminnelse enligt lagen om
betaln’ings- ersattning for inkassokostnader m m. Ersattning fér paminnelse utgar med belopp som vid varije tillfalle galler enligt férordningen om ersattning for
— inkassokostnader m m.
paminnelse
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Undertecknande har denna dag traffat foljande Kryss i ruta innebar att den darefter foljande texten galler
Kronor
Hyra
2 363 500 per ar utgérande |:| total hyra & hyra exkl nedan markerade tillagg
Index- bilaga
klausul 3

IZ Andring av ovan angiven hyra sker i enlighet med bifogad hyresomrékningsklausul

Erforderlig uppvarmning av lokalen ombesoérjes av Varmvatten tillhandahalles

y::m\?act’t(::'l hyresvarden D hyresgéasten & hela aret D inte alls D
bilaga
Kostnad D bréansle/varme utgar enligt
Kyla D bilaga
:‘ kyla utgar enligt |:| ombesdrjes och bekostas av hyresgésten 4
Ventilation :‘ franluftsventilation utgéar enligt |:| kyld till- och franluftsventilation utgar enligt bilaga
D till- och franluftsventilation utgar enligt |:| ombesdrjes och bekostas av hyresgésten 4
VA- bilaga
kostnad lZ vatten och avlopp utgér enligt 5
El bilaga
D ingar i hyran D hyresgéasten har eget abonnemang & elavtal mellan hyresgésten och hyresvarden enligt 6
Trapp-
stadning D ingar i hyran & ombesorjes och bekostas av hyresgésten
Snoroéjning
och
sandning :‘ ingar i hyran & ombesodrjes och bekostas av hyresgasten
Avfalls- ZAII avfallshantering ombesérjes och bekostas av hyresgésten bilaga
fraktioner IZ miljérum tillhandahalles av hyresvérden vad avser nedan markerade avfallsfraktioner, hantering av dessa avfallsfraktioner bekostas av 4

hyresvarden. Avfallsfraktioner som ej markerats nedan ombesorjes och bekostas av hyresgéasten.

D pentryavfall D plastprodukter D hardplast/plastférpackningar

D grovsopor D elektronikprodukter |:| frigolit/skumplast

Dkomposterbart avfall D|ysr6r Dpappfﬁrpackningar

Dpapper Dmetallfﬁrpackningar Dwellpapp/kartonger

Dbatterier Dglasprodukter |:| farligt avfall enligt férordning 1996:971 om farligt avfall

| den omfattning det aligger hyresvarden att dels tillhandahalla utrymme for lagring av sopor/emballage dels ordna borttransport av sadant avfall, aligger det
hyresgésten att sortera och placera avfall i avsett karl pa avsedd plats liksom att utan kompensation medverka till den ytterligare kallsortering som
hyresvarden kan komma att besluta.

Fastighets-
skatt

lZ | den man de delar av fasigheten som utgdrs av lokaler helt eller delvis ar eller blir skattepliktiga till fastighetsskatt skall hyresgésten samtidigt med
ovrig avtalad hyra till hyresvarden erldgga ersattning for sin andel av vid varje tillfalle utgaende fastighetsskatt for lokaler. Fastighetsskatten ar
berdknad pa vid varje tillfalle av myndighet asatt taxeringsvérde oavsett om beslut om taxeringsvarde har vunnit laga kraft.

Hyresgastens andel utgor 100 %. Savitt r kant vid detta avtals undertecknande uppgar den ersattning som hyresgasten skall erlagga
tilca O kr per ar, exklusive mervardesskatt.

Hyresgastens ovan angivna andel skall vara oférandrad under hyresférhallandet. Dock skall hyresvarden &ga ratt att korrigera andelstalet om sé& motiveras
av fastighetsreglering eller annan fastighetsbildningsatgérd, till- eller ombyggnad, rivning eller annat liknande férhallande.

Reklamskatt

Om hyresvarden har alagts/lkommer att alaggas att erlagga reklamskatt for del av det uthyrda objektet (kan avse skylt/plats for skylt etc) skall hyresgasten
samtidigt med 6vrig avtalad hyra erldgga belopp som motsvarar det som hyresvarden salunda vid varije tillfélle har att erlagga i skatt.

Oférutsedda
kostnader

Skulle efter avtalets tecknande oférutsedda kostnadsokningar uppkomma for fastigheten pa grund av
a) inforande eller héjning av séarskild for fastigheten géllande skatt, avgift eller palaga varom riksdag, regering, kommun eller myndighet
kan komma att besluta
b) generella ombyggnadsatgarder eller liknande pa fastigheten som ej enbart avser lokalen och som hyresvarden alaggs att utfora till foljd
av beslut av riksdag, regering, kommun eller myndighet
skall hyresgésten med verkan fran intradd kostnadsokning erldgga ersattning till hyresvarden for pa lokalen beldpande andel av den totala arliga
kostnadsokningen for fastigheten.

Lokalens andel ar 100 % (har andelen ej angivits beréknas den i forhallande till i fastigheten utgaende hyror vid tiden fér kostnadsékningen).

Med skatt enligt a) ovan avses ej moms och fastighetsskatt i den man ersattning harfor erlaggs i enlighet med sarskild 6verenskommelse ovan. Ersattningen
erlaggs enligt ovanstaende regler om hyrans betalning.

Merviardesskatt
(moms)

& Fastighetsédgaren/hyresvarden ar skattskyldig till moms for uthyrning av lokalen. Hyresgéasten skall utdver hyran erldgga vid varije tillfélle gallande moms.

Om fastighetsdgaren/hyresvarden valjer att bli skattskyldig till for uthyrning av lokalen skall hyresgasten utdver hyran erlagga vid varje tillfalle gallande
moms.

Moms skall erlaggas samtidigt med hyran och beradknas pa hyresbeloppet jamte i forekommande fall pa utgaende tillagg.

Hyresgasten forbinder sig att inte, utan att underrétta hyresvarden, vidtaga nagon forandring av sin verksamhet som kan leda till att skattskyldighet for moms
upphor. Om hyresgéstens, eller dennes underhyresgasts, skattskyldighet for moms upphor eller hyresgésten i dvrigt vidtager atgérd som paverkar
hyresvardens réatt att gora avdrag for ingdende moms, skall hyresgésten ersatta hyresvarden med belopp som hyresvarden tvingas aterbetala till foljd av
aterforingsbestammelserna i mervardesskattelagen. Har skall hansyn tas till att det aterférda beloppet ar avdragsgillt for hyresvarden. Ersattning skall harvid
utga med aterfort belopp efter avdrag for skatteeffekt. Hyresgasten skall &ven resterande hyrestid utge tillagg till utgaende hyra om 15 % som kompensation
for hyresvardens forlorade avdragsrétt.
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Kryss i ruta innebar att den darefter foljande texten galler

Underhall,
reparation m m

D Hyresvarden skall utféra och bekosta erforderligt underhall/reparation Hyresgasten svarar dock for bilaga
av lokalerna och av honom tillhandahallen inredning.
lZ Hyresgasten skall utfora och bekosta erforderligt underhall/reparation Hyresgéstens underhalisskyldighet omfattar dérutover bilaga
av lokalerna jamte av inredning tillhandahallen av hyresvarden.
bilaga
lZ Fordelningen av underhallsansvaret framgar av séarskild bilaga. 7

Hyresgasten har inte rétt till nedsattning av hyran for hinder eller men i nyttjanderatten for tid varunder hyresvarden later verkstalla sedvanligt underhall av
fastigheten eller de forhyrda lokalerna. Det aligger dock hyresvarden att i god tid underrétta hyresgasten om arbetets art och omfattning samt nar och under
vilken tid arbetet skall utféras.

Hyresvéarden har ocksa efter samrad med hyresgasten ratt att genom lokalerna dra fram ledningar for varme, vatten, aviopp, gas, el eller dylikt utan ratt for
hyresgésten att for intranget erhalla nedséttning av hyran.

Brandskydds-
tekniska
installationer

bilaga

lZ Férdelningen av ansvar m m for brandskyddstekniska installationer framgar av sarskild bilaga. 8

Myndighets-
krav

Det aligger att pa eget ansvar och egen bekostnad, saval infér hyresavtalets ingaende och ikrafttrédande som under
hyresférhallandet, svara for de atgarder, som av forsakringsbolag eller byggnadsnamnd, miljé- och
héalsoskyddsnamnd, brandmyndighet eller annan myndighet kan komma att kravas for lokalens nyttjande for

D hyresvarden IE hyresgéasten avsedd anvandning. Hyresgasten skall samrada med hyresvarden innan atgarder vidtas.

Om hyresgasten utan erforderligt bygglov vidtar &ndringar i lokalerna och hyresvarden till foljd harav enligt reglerna i PBL tvingas utge byggnadsavgift eller
tillaggsavgift skall hyresgasten till hyresvarden utge motsvarande belopp.

bestdammelser

Skyltar, Om hyresgasten hyr skyltplats dger han ratt att efter samrad med hyresvarden uppsétta fér verksamheten godkand skylt, under forutséattning att hyresgasten
markisér inhamtat erforderliga tillstand av berérda myndigheter. Vid avflyttning aligger det hyresgésten att aterstélla husfasaden i for hyresvarden godtagbart skick. Vid
fonster &érrar mera omfattande fastighetsunderhall sasom fasadrenovering aligger det hyresgéasten att pa egen bekostnad och utan erséattning nedmontera och ater
portar (;tc ’ uppmontera skyltar, markiser och antenner.
D Hyresvéarden lzl Hyresgasten svarar for skador & fonster, dorrar, portar, skyltar samt for skador i lokalerna.
lZ Hyresgasten ar skyldig att teckna och vidmakthalla glasforsékring betréffande samtliga till lokalerna hérande fénster, dorrar och portar.
Las- Det aligger
anordningar . . att utrusta lokalerna med sadana las- och stéldskyddsanordningar som kravs fér giltighet av hyresgéstens affars-
I:l hyresvarden IE hyresgasten eller féretagsférsékring.
Sakerhet Férutsattning for detta avtals giltighet ar att sakerhet i form bilaga
D bankgaranti D borgen D deposition lamnas senast
. bilaga
Hantering av
ersonuppgifter
P PRI lzl Information till hyresgast om behandling av personuppgifter, se bilaga. 1
Sarskilda Till avtalet hor féljande bilagor:

Bilaga 1: Hantering av personuppgifter
Bilaga 2:1-2:3: Ritning

Bilaga 3: Indexklausul

Bilaga 4: Sarskilda bestdmmelser
Bilaga 5: Individuell méatning Vatten
Bilaga 6: Individuell matning El

Bilaga 7: Gransdragningslista Underhall
Bilaga 8: Gransdragningslista Brand
Bilaga 9: Ritning Forskolegard

Force majeure

Hyresvérden fritager sig fran skyldighet att fullgéra sin del av avtalet och fran skyldighet att erlagga skadestand om hans ataganden inte alls eller endast till
onormalt hég kostnad kan fullgéras p g a krig eller upplopp, p g a sadan arbetsinstéllelse, blockad, eldsvada, explosion eller ingrepp av offentlig myndighet
som hyresvarden inte rader 6ver och inte heller kunnat forutse.

Underskrift

Detta avtal, som inte utan séarskilt medgivande far inskrivas, har uppréttats i tva likalydande exemplar, av vilka parterna tagit var sitt. Tidigare avtal mellan
parterna avseende denna lokal upphor att gélla fr o m detta avtals ikrafttradande.

Ort/datum Ort/datum
Stockholm Stockholm
Hyresvard Hyresgast

Wallenstam Fastighets AB 40 Stockholms Kommun

Namnfortydligande Namnfortydligande
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Bilaga 1

Information om behandling av personuppgifter for lokal

Denna information giller dig som hyr lokal av Wallenstam eller dr hyresgéstens kontaktperson.
Informationen beskriver hur Wallenstam behandlar dina personuppgifter och hur vi ser till att
behandling av dina personuppgifter utfors pa ett ansvarsfullt sétt och i enlighet med géllande
dataskyddslagstiftning. Hyresgésten ansvarar for att se till att denna information ldmnas till
kontaktpersoner, representanter eller andra vars personuppgifter kan komma att behandlas under
hyresforhéllandet.

Personuppgiftsansvarig
Wallenstam AB (publ), org.nr. 556072-1523, tillsammans med de juridiska personer (koncernforetag)
som vid varje tillfdlle finns angivna i koncernforetagslistan pA www.wallenstam.se dr

personuppgiftsansvariga for behandlingen av dina personuppgifter och ansvarar for att sddan
behandling sker pa ett lagligt sétt. Det innebédr bland annat att Wallenstam skyddar personuppgifter
med nddvéndiga tekniska och organisatoriska sékerhetsatgérder och att du alltid har rétt att kontakta
oss for att fa reda pa var behandling av personuppgifter. Du kan ldsa mer om dina réttigheter nedan.
Wallenstam har dven utsett ett sarskilt dataskyddsombud som har i uppgift att hjdlpa Wallenstam folja
géllande dataskyddslagstiftning. Om du har fragor eller vill utéva négon av dina rittigheter ar du
vilkommen att kontakta oss pa Dataskyddsombud, Wallenstam AB, 401 84 Goteborg, mejla till
dataskydd@wallenstam.se eller ringa 031-20 00 00.

Vilka personuppgifter samlas in och behandlas?

Wallenstam hanterar personuppgifter som har samband med ditt och Wallenstams hyresforhallande.
Det giller framst personuppgifter for hyresgésters kontaktpersoner och personuppgifter avseende
hyresgéster som utgors av enskild firma eller privatperson. Vi behandlar d&ven personuppgifter om du
gor en felanmélan och i samband med evenemang som vi anordnar for véra hyresgister. Andra
tillféllen da vi behandlar dina personuppgifter ar nir du exempelvis kontaktar oss via mejl eller nir du
loggar in och anvénder vér tjanst "Mina sidor”.

Exempel pé personuppgifter som vi kan komma att behandla &r foljande:

e Namn,

o adress,

e personnummer (t.ex. om du &r firmatecknare och vi behdver kontrollera din behorighet),

o telefonnummer,

e mejladress,

o information om lokalen, och

o ivissa fall en kreditupplysning for att sékerstélla att det finns ekonomiska forutséttningar for
att erligga hyran for lokalen.

Denna information om Wallenstams behandling av ;)er
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Bilaga 1

For vilka syften behandlas dina personuppgifter?
For att ge dig den bésta servicen och underlétta vart hyresforhallande kan dina personuppgifter
behandlas i syfte att:
o Fullgora och administrera véra réttigheter och skyldigheter enligt hyresavtalet, vilket bl.a.
inkluderar hyresavisering och hyresforhandlingar samt for att eventuellt kunna inhdmta
uppgifter om forbrukning av el och/eller vatten/virme.

o Utf6ra Iopande forvaltning och underhéll av lokalen, vilket bl.a. inkluderar kommunikation med
kontaktpersonen.

o Faststilla eller styrka eventuella réttsliga ansprak, exempelvis genom kontroller under
hyresforhéllandet i syfte att sdkerstilla att lokalen anvénds i enlighet med tillimplig lag och i
enlighet med hyresavtalet.

e Skicka information om Wallenstam och vara tjanster, t.ex. genom utskick av nyhetsbrev
och marknadsforing till kontaktperson via de kontaktuppgifter som vi har tillgéng till.

e Skicka information och marknadsforing till kontaktperson om andra foretags
produkter/tjanster som hyresgésten kan ha nytta av i samband med hyresforhallandet. Sddan
marknadsforing kan t.ex. avse bredbandsbolag, forsdkringsbolag och elbolag.

e Ta fram statistik, géra kundundersdkningar och folja upp interna rutiner och policys.

o Uppritthalla affdrsrelationen med vara hyresgéster och sékerstélla lokalforsorjningen till dessa
over tid.

Vér behandling av personuppgifter sker i huvudsak for att fullgéra och administrera vara skyldigheter
enligt hyresavtalet med hyresgésten. For de fall hyresgésten dr en privatperson eller enskild firma sker
denna behandling med stdd av den rittsliga grunden “fullgérande av avtal” medan behandlingen sker
med stdd av ett s.k. ”berittigat intresse” om hyresgésten dr en juridisk person. For annan behandling
som utfors har vi ett beréttigat intresse av att behandla personuppgifterna, t.ex. for att

skicka information, géra kundundersékningar och marknadsforing samt tillhandahélla tjanster
relaterade till uthyrningen. Denna behandling dr nddvandig for vart berattigade intresse att utveckla,
forbéttra och silja produkter och tjanster och behélla god kundkontakt med dig.

Wallenstam kan dven behdva behandla personuppgifter for att uppfylla en rattslig forpliktelse, sasom
att leva upp till krav enligt lag, férordning eller myndighetsforeskrift eller for att tillvarata ett réttsligt
ansprak.

Om behandling av dina personuppgifter skulle kriva ditt samtycke inhdmtar vi det separat.

Hur lange sparas dina uppgifter?
Vi sparar uppgifter om kontaktpersoner sa lange denna &r registrerad som kontaktperson. Informationen
uppdateras om hyresgisten anmaéler annan kontaktperson.

For de fall vi erhaller uppgifter om storningar i lokalen och inte vidtar ndgon atgérd, kommer sadan
uppgift som regel att sparas tva ar, varefter radering sker. Detsamma géller uppgifter om otillaten
andrahandsuthyrning eller 6verlatelse av lokalen.

Denna information om Wallenstams behandling av persem ppgifter for lokal dr uppdaterad den 2 maj 2022.
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Uppgifter om betalning av hyran sparas under den tid som krivs enligt bokforingslagen. Ovriga
uppgifter raderas nér de inte ldngre ar relevanta/korrekta, vilket innebar att de som regel bevaras under
den tid som hyresforhéllandet bestér.

Niér hyresforhallandet upphor raderar vi merparten av personuppgifterna. Men om det finns nigra
kvarstéende rittsliga ansprak, t.ex. hyresfordringar, kommer vi att bevara de uppgifter som krivs for att
kunna driva anspraket. Sddana uppgifter sparas med hyresavtalet som réttslig grund. Vi sparar dessa
uppgifter, samt uppgifter om eventuell misskotsamhet, som bidragit till att uppsdgning skett, i tva ar
efter att hyresforhallandet upphort.

Undantag géller nir underlag behover sparas enligt lag eller om det finns ett beréttigat intresse hartill.
Om det finns misstanke om att det kan ha forekommit bedrégeri eller annan otillborlig anviandning av
vara tjanster forbehaller vi oss ritten att lagra dessa uppgifter under en léngre period till dess att
misstankarna har utretts.

Hur behandlar vi dina personuppgifter?

Vi ér restriktiva med att ldmna ut dina personuppgifter men ibland &r det nodvéindigt i samband med
hyresforhallandet. Inom ramen for hyresforhallandet kan vi komma att 1dmna ut personuppgifter till
andra bolag som tillhandahéller tjinster till oss som t.ex. fastighetsskotsel, IT-tjanster,
forvaltningstjénster eller bolag som tillhandahéller varor/tjanster som hyresgisten kan ha nytta av i
samband med hyresforhallandet (t.ex. forsékringsbolag).

Om det forekommer storningar, betalningsforsummelser eller andra dvertradelser av hyresavtalet eller
tillimpliga bestammelser kan vi komma att 1&imna ut uppgifter till berérda myndigheter. Uppgifter kan
komma att lamnas ut till myndigheter i de fall detta kravs enligt lag, forordning eller myndighetsbeslut.
Vi dverfor som huvudregel inga personuppgifter till land utanfér EU/EES och i de fall sédant sker, sker
detta enligt sérskilt hogt stillda krav och avtal dir det antingen finns ett beslut fran Europeiska
kommissionen om adekvat skyddsniva eller att 6verforingen omfattas av sddana lampliga
skyddsétgirder som stadgas i dataskyddsforordningen. Du far da samtidigt information om till vilka
lander utanfor EU/EES som 6verforingen sker och var och hur du kan fa tillgéng till eller erhalla
handlingar géllande de skyddsétgirder som géller for Gverforingen till dessa lander.

Vid eventuell forsdljning av fastigheten eller det fastighetsédgande bolaget kan uppgifterna komma att
lamnas till koparen.

Dina rattigheter

Wallenstam dr ména om att du 4r medveten om dina réttigheter och att du niar som helst kan kontakta oss
for utdvandet av nedanstaende réttigheter. Under rubriken “Personuppgiftsansvarig” ovan finns
information om vart du kan vénda dig.

Denna information om Wallenstams behandling av persem ppgifter for lokal dr uppdaterad den 2 maj 2022.
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Réatt att begéra tillgang till personuppgifter

Wallenstam vill alltid vara transparenta med hur vi behandlar dina personuppgifter. Om du vill fa
bekriftelse pa huruvida personuppgifter som ror dig héller pa att behandlas eller fi insyn i vilka
personuppgifter Wallenstam behandlar om dig har du rétt att begéra att fa tillgang till dina uppgifter. Du
kommer dé samtidigt att fi information om dndamélen med behandlingen, vilka personuppgifter
behandlingen giller, de mottagare eller kategorier av mottagare till vilka personuppgifterna har ldmnats
eller ska lamnas ut till och om mojligt, den forutsedda period under vilken dina personuppgifter
kommer att lagras eller de kriterier som anvénds for att faststélla perioden. Information om ytterligare
rattigheter tillhandahélls samtidigt och du kommer att f& en kopia av de personuppgifter som ar under
behandling. En begéran ska bland annat innehalla uppgift om namn och personnummer. I syfte att
sdkerstélla att vi limnar ut uppgifterna till ritt person kommer sikerstdllande hiarav ske pa nodvéndigt
satt.

Ratt till rattelse av personuppgifter

Du har ritt att begéra att dina felaktiga personuppgifter rittas utan onddigt drojsmal. Du har sjilv
mojlighet att logga in pa ”Mina Sidor” och rétta felaktiga uppgifter. Du har ocksa ritt att komplettera
med sddana personuppgifter som saknas och som ér relevanta med hénsyn till indamalet med
personuppgiftsbehandlingen.

Rétt till radering av personuppgifter

Du har ritt att f& dina personuppgifter raderade. Wallenstam kommer utan onddigt dréjsmaél att radera
personuppgifterna pa din begiran i den utstrackning det &r mojligt enligt tillimplig lag. Denna rétt
géller exempelvis nér personuppgifterna inte ldngre ar nddvéndiga for de andamaél {or vilka de samlats
in eller pé annat sétt behandlats, om du aterkallar ditt samtycke, invinder mot behandlingen,
personuppgifterna har behandlats pa olagligt sétt eller om personuppgifterna méste raderas for att
uppfylla en rittslig forpliktelse, s& ldnge det inte finns nagot skil enligt tillimplig lag som gor
behandlingen nddvéndig. En behandling kan exempelvis vara nddvéndig for att utova rétten till
yttrande- och informationsfrihet, uppfylla en réttslig forpliktelse eller utféra en uppgift av allmént
intresse eller som ar ett led i myndighetsutdvning.

Ratt till begrénsning av behandling

Du har ocksa ritt att begrdnsa Wallenstams behandling av dina personuppgifter. Detta kan du
exempelvis gora om du bestrider personuppgifternas korrekthet, om behandlingen &r olaglig, om
personuppgifterna inte lingre behovs for &ndamalen med behandlingen men du behdver dem for att
kunna faststélla, gora gillande eller forsvara réttsliga ansprak eller i véntan pa eventuell kontroll av om
Wallenstams beréttigade skél viger tyngre dn dina beréattigade skél.

Denna information om Wallenstams behandling av ;)er
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Réatt att invdnda mot behandling

Du har dven ritt att nir som helst invéinda mot Wallenstams behandling av dina personuppgifter nér
det giller exempelvis direkt marknadsforing eller av skil som hanfor sig till din specifika situation nér
behandlingen grundar sig pé ett beréttigat intresse.

Ratt till dataportabilitet

Under vissa forutsittningar har du rétt att f4 dina personuppgifter i ett strukturerat, allmént anvént och
maskinldsbart format 6verforda till en annan personuppgiftsansvarig nir detta ar tekniskt mojligt, s.k.
ratt till dataportabilitet. Detta giller niar behandlingen av dina personuppgifter grundar sig pa samtycke
eller pé ett avtal och behandlingen sker automatiserat.

Réatt att aterkalla samtycke

Du har édven ritt att ndr som helst aterkalla ditt samtycke till viss personuppgiftsbehandling. Om du
aterkallar ditt samtycke kommer vi att radera de personuppgifter som behandlas med stod av samtycket.
Aterkallelse av samtycke paverkar inte lagligheten av behandlingar som utférts fore terkallelsen skett.

Ratt att inge klagomal

Om du anser att Wallenstam har hanterat dina personuppgifter pa ett felaktigt sétt har du rétt att
framstélla klagomal till Integritetsskyddsmyndigheten.

Mer information om var behandling av personuppgifter och om dina rittigheter hittar du pa var
hemsida i var integritetspolicy, www.wallenstam.se.

Denna information om Wallenstams behandling av per:
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INDEXKLAUSUL

for lokal
Bilaga: 3
Avser Hyresavtal nr i fastigheten
5084-5001-03 Domarudden 1
Hyresvard Wallenstam Fastighets AB 40
c/o Wallenstam AB (publ)
Hyresgast Stockholms kommun
Klausul
Av det i avtalet angivna hyresbeloppet 2 363 500 kronor skall 100 % eller kronor utgéra bashyra.
Under hyrestiden skall med hansyn till férandringarna i konsumentprisindex (totalindex med 1980 som basar)
tillagg till hyresbeloppet utga med en viss procent a bashyran enligt nedanstaende grunder.
- For hyresavtal som bérjar I6pa nagon gang under tiden 1/1 — 30/6 anses bashyran
anpassad till indextalet for oktober manad aret innan.
- For hyresavtal som bérjat I6pa nagon gang under tiden 1/7 — 31/12 anses bashyran i
stallet anpassad till indextalet for oktober manad under samma tid.
- Indextalet for den oktobermanad till vilket bashyran enligt ovan anses anpassad utgor
bastal savida inte annat avtalats enligt féljande genom angivande av ar.
Annat 6verenskommet bastal, namligen indextalet fér oktober manad ar .
Skulle indextalet nagon pafdljande oktobermanad ha stigit i forhallande till bastalet, skall tillagg utga
med det procenttal varmed indextalet andrats i forhallande till bastalet. | fortsattningen skall tillagg utga
i forhallande till indexandringarna, varvid hyresférandringen beraknas pa basis av den procentuella
forandringen mellan bastalet och indextalet for respektive oktobermanad.
Utgaende hyra skall dock aldrig sattas lagre an det i avtalet angivna hyresbeloppet. Hyresandringen sker alltid
fr o m 1 januari efter det att oktoberindex féranlett omrakningen.
Andring enligt SCB:s nya indextabell med baséar 2020 kommer att genomféras utan att detta i sig ska anses
utgdra en andring av hyresavtalets ekonomiska villkor.
Underskrift Ort/datum Ort/datum
Hyresvard Hyresgast
Wallenstam Fastighets AB 40 Stockholms kommun
Namnfértydligande Namnfortydligande
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Anvisningar till Indexklausul fér lokal

Bashyran
Om hela eller en viss andel av det 1 avtalet angivna hyresbeloppet skall utgora bashyra dr en
forhandlingsfrdga och kan bero pa hyresvillkoren i dvrigt.

Bastalet

Indextalet for den oktobermanad till vilken bashyran anses anpassad utgor bastalet savida inte annat
anges genom angivande av 4r (se bestimmelserna pa sida 1).

JamfGrelse mellan indextalen sker s snart drets oktoberindex blir ként. De senaste dren har
oktoberindex blivit ként i mitten av november.

Berakning aV tillagget
1) Berdkna skillnaden mellan aktuellt oktoberindex och bastalet.
2) Om skillnaden dr positiv, divideras den framréknade skillnaden med bastalet.
3) Tillaggets storlek berdknas genom att denna kvot multipliceras med bashyran.

Exempel

Berékning av hyrestilligg for ar 2002

Bashyran antas vara 100 000 kr/ar och anpassad till konsumentprisindex (KPI) for oktober 1999, som
ar 259,7 (bastalet). Oktoberindex for ar 2001 ar 269,1.
1. Berdkna skillnaden mellan indextalet 269,1 och 259,7. Skillnaden dr positiv och uppgar till 9,4.
2. Dividera 9,4 med 259,7 och multiplicera kvoten (utan avrundning) med bashyran 100 000 kr.
Resultatet blir 3 619,56 och utgor hyrestillagget for ar 2002 enligt klausulen.

Alternativ A: Om KPI {or oktober 2001 i stéillet skulle ha blivit ldgre dn aret innan t ex 262.0
(oktoberindex ar 2000 var 262.6).

Skillnaden mellan antagna 262,0 och bastalet 259,7 hade fortfarande blivit positiv och uppgatt till 2,3.
Kvoten mellan 2,3 och bastalet 259,7, multiplicerad med bashyran 100 000 kr hade resulterat i ett
hyrestilligg pa 885,63 kr. Den sammanlagda hyran hade dock blivit ldgre &n for ar 2001.

Alternativ B: Om KPI for oktober i stéllet skulle ha blivit ldgre dn bastalet 259.7 t ex 259.5.

Skillnaden mellan 259,5 och bastalet 259,7 hade da varit negativ. Inget hyrestillagg skulle da utgé. Det
1 avtalet angivna hyresbeloppet skulle gélla.
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for lokal
Bilaga: 4

Avser Hyresavtal nr | i fastigheten

5084-5001-03 Domarudden 1
Hyresvard Wallenstam Fastighets AB 40

c/o Wallenstam AB (publ)
EEERED Stockholms Kommun
Sarskilda

bestammelser

1. LOKALENS SKICK

Hyresgasten godkanner lokalen samt férskolegard i befintligt skick. Hyresgasten har salunda inte ratt att i
samband med avtalstidens ingdende erhalla andra reparationer, &ndringar eller forbattringar i lokalen &n vad
som sdgs i detta avtal.

2. LOKALENS ANVANDNING

a) Lokalen hyrs ut till forskola, 6ppen forskola. Fér &ndrad anvandning maste skriftlig godkdnnande inhamtas
fran Hyresvarden.

b) Hyresvarden godkanner dock att Hyresgasten, om Hyresgasten sa begar, far anséka om tillfalligt bygglov
for att nyttja del av lokalen som fritidsgard. Sadan anvandning forutsatter att erforderliga myndighetstillstand
erhalls och ska inte anses utgéra en permanent andring av lokalens avsedda anvandning enligt detta avtal.

Hyresgasten svarar fullt ut fér samtliga kostnader, anpassningar och krav som kan folja av sadan tillfallig
anvandning samt for att lokalen vid anvandning uppfyller géllande lag-, myndighets- och tillsynskrav.

3. FORSAKRING

a) Hyresvarden ansvarar for fastighetsforsakring.

b) Hyresgasten ansvarar for verksamhetsforsakring.

4. KYLA-, VENTILATION-, EL- OCH VVS-INSTALLATIONER

Hyresvarden svarar pa egen bekostnad fér normenlig grundventilation i lokalen for befintliga bruksandamal
som forskola. Uppgradering av ventilationen som ar foéranledd av Hyresgastens verksamhet bekostas av
Hyresgasten. Installation samt drift och underhall av fér verksamheten avsedda sarskilda kyl- och
ventilationsanlaggningar, el- och vvs-installationer bekostas av Hyresgasten. Hyresgastens egen anordnad
kyla for lokalen far ej utan Hyresvardens tillstand vara ansluten med Stadsvatten.

Befintlig ventilation i lokalen ar dimensionerad for 500 I/s foérdelat ver mottagningskok, matsal och miljérum
samt 1200 I/s fordelat dver resterande delar av lokal.

5. HYRESGASTENS OMBYGGNATIONSARBETEN ETC UNDER HYRESTIDEN

a) Hyresgasten far inte utan Hyresvardens skriftiga medgivande vidta ombyggnads-, eller andra &ndringar
inom Lokalen och ar skyldig att inhamta och folja eventuella fér Lokalen/Fastigheten gallande
ombyggnadsregler och foreskrifter. Det aligger Hyresgasten att utféra eventuella arbeten pa sadant satt och
under sadana tider att 6vriga hyresgasters verksamhet inte stérs. Hyresgasten skall i god tid fore arbetets
pabdrjande informera Hyresvarden samt dvriga berérda Hyresgaster inom Fastigheten om tidplanen for
arbetena och dess omfattning.

b) Arbeten far endast utféras enligt av Hyresvarden pa férhand granskade och skriftligen godkanda ritningar
samt av entreprendr, som Hyresvarden skriftigen godkant for det enskilda fallet. Det ar Hyresgéastens
skyldighet att ombesorja och bekosta inhdmtandet av bygglov och/eller andra nédvandiga tillstand innan
arbetena pabdrjas.

c) Hyresgasten skall sta for samtliga kostnader i samband med atgarderna enligt denna punkt. For det fall
namnda arbeten paverkar Fastighetens tekniska installationer, ska Hyresgasten svara for de kostnader som
uppstar i samband med dessa. Hyresgasten skall aven bekosta upprattande/revidering av
relationshandlingar fér berérd del av Fastigheten samt, efter genomférande, 6verlamna sadana handlingar i
original till Hyresvarden. Om sa ej sker inom en manad efter det att arbetena fardigstallts ager Hyresvarden
ratt att ombesorja upprattande/revidering av relationshandlingar pa Hyresgéastens bekostnad.

d) De atgarder som Hyresgasten utfor enligt ovan, skall vid fardigstallandet besiktigas av Hyresvarden pa
Hyresgastens bekostnad. Besiktningsman utses av Hyresvarden. Det aligger Hyresgasten att utan dréjsmal

Wi

Dokument-ID 09222115557576810377

Signerat EH, JA, JP




SARSKILDA BESTAMMELSER 2(3)

for lokal

och pa egen bekostnad atgarda besiktningsmannens eventuella anmarkningar. Atgardade anmaérkningar
skall godkannas av besiktningsman vid efterbesiktning. Vid besiktning skall protokoll upprattas.

6. AVFLYTTNING OCH ATERSTALLNINGSSKYLDIGHET

a) Om hyresforhallandet upphor skall Hyresgasten aterlamna den férhyrda Lokalen i godtagbart skick. Om
Lokalen vid aterlamnandet brister i stadning eller underhall har Hyresvarden ratt att lata stada respektive
reparera Lokalen pa Hyresgastens bekostnad. Senast pa avflyttningsdagen skall Hyresgasten pa egen
bekostnad avlagsna sin egendom sasom varor, inventarier, [0s egendom, skyltar etc.

b) Egendom som inte avlagsnats senast avflyttningsdagen betraktas som évergiven och tillfaller
Hyresvarden i enlighet med 27§ hyreslagen. Hyresvarden har dock ratt att bortforsla sddan egendom pa
Hyresgastens bekostnad. Det ankommer pa Hyresgéasten att sanera Lokalen fran kablar (kablage) som
denne installerat eller latit installera. Underlater Hyresgéasten sadan atgard, har Hyresvarden ratt att utféra
kabelsanering pa Hyresgastens bekostnad. Hyresgasten har ingen réatt till ersattning for andringar, tillagg
eller férbattringar som denne utfort i den forhyrda Lokalen.

7. NEDSATTNING AV HYRA

Hyresgasten har som huvudregel inte ratt till nedsattning av hyran fér hinder eller men i nyttjanderatten som
uppstar till foljd av att hyresvarden utfér arbete for att satta lokalen i avtalat skick, sedvanligt underhall eller
annat arbete som sarskilt anges i hyresavtalet. Hyresvarden ska vad avser sedvanligt underhall, sa langt det
ar majligt, planera och genomféra arbetena pa ett satt som minimerar stérningar for hyresgasten.
Hyresgasten ska i god tid informeras om planerade arbeten och har ratt till nedsattning av hyran om
arbetena medfér vasentliga och langvariga oldgenheter utéver vad som ar normalt vid sedvanligt underhall.

8. SKYLTAR

Hyresgasten har ratt att satta upp sedvanlig skylt. Innan skylt satts upp ska Hyresgasten samrada med
Hyresvarden, som ska godkdnna omfattning, utformning, och placering. Det aligger sedan Hyresgasten att
ombesorja och bekosta inhamtandet av erforderligt bygg-/skyltlov av berdrda myndigheter.

Hyresgasten ar skyldig att pa egen bekostnad montera ned skylten nar sa erfordras for att Hyresvarden ska
kunna utféra underhall eller ombyggnad av fastigheten. Hyresgasten ar aven skyldig att montera ned skylt
samt aterstalla fasad nar hyresforhallandet upphor.

9. TILLGANGLIGHET TILL LOKALEN OCH VISSA UTRYMMEN

Det ankommer pa Hyresgasten att inte forvara eller tillfalligt uppstalla egendom som hindrar eller blockerar
dorrar, korridorer, utrymningsvagar eller liknande. Hyresvarden ager ratt att bortféra sadan egendom pa
Hyresgastens bekostnad. Hyresgasten férbinder sig att medge Hyresvarden eller den Hyresvarden anlitar
tilltrade till Lokalen vid uppmaning for att Hyresvarden skall kunna utféra service och underhall av
Hyresvardens inredning och installationer i Lokalen. Nar Hyresvarden behdver utféra arbeten i Lokalen
behodver Hyresgasten i god tid fa veta att planerade arbeten ska utféras, och nar de ska utféras.
Hyresvarden ska utféra arbeten i Lokalen skyndsamt.

10. FELANMALAN VID AKUTA FEL OCH PA JOURTID

Felanmalan vid akuta fel och pa jourtid kan Hyresgéasten gora till jourbolag (se hyresvardens hemsida
www.wallenstam.se och sok jour.) Hyresvarden forbehaller sig ratten att debitera Hyresgasten om
jourutryckningen ar uppenbart obefogad.

11. MILJO

| Lokalen och i Fastigheten rader ett generellt rokforbud, och det aligger Hyresgasten att tillse att detta
efterlevs savitt avser Hyresgastens personal, anlitade entreprendrer, andrahandshyresgaster och
besdkande.

12. AVFALLSHANTERING

Avfallshanteringen till lokalen innefattar sopsugssystem, l6sa fraktioner och avfallskvarn. Dessa enheter
ansvarar Hyresgasten for och ar skyldig att teckna erforderliga hamtningsavtal, tillse och bekosta témning,
underhall och vid behov utbyte.

13. FETTAVSKILJARE

Hyresgasten ombesorjer och bekostar service och underhall av fettavskiljare samt erforderlig témning och
rengdring.
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SARSKILDA BESTAMMELSER 3(3)

for lokal

| den handelse det blir stopp i avloppet och orsaken harrérs fran verksamhetens fettavskiljare kommer
fastighetsagaren att debitera Hyresgasten for motsvarande merkostnad.

14. ELINSTALLATIONER, TELEFONI OCH BREDBAND

Hyresvarden ansvarar for skétsel och underhall av matarkabel samt elkablage fram till Lokalens elcentral.
Hyresgasten ansvarar inom lokalen for skotsel och underhall av all elinstallation for stromforsérjning fran och
med Lokalens gruppcentral, belysning, installation fér telefoni och anslutning av Lokalen till fastighetens
fiberkabel.

15. FORSKOLEGARD

Hyresgasten innehar en dedikerad gardsyta ovanpa férskolan, se bilaga 9. Forskolegarden ar pa
kommunens mark. Hyresgasten ombesorjer och bekostar underhall, reparation och utbyte fér garden och
tillhdrande lekutrustning, méblemang, utomhusforrad, vaxter etc.

16. JALUSIER OCH MARKISER

Om Hyresgasten 6nskar montera jalusier eller markiser skall Hyresvarden underrattas och lamna sitt
godkannande innan montage far ske.

17. VILLKOR

Hyresavtalet ar villkorat av att Hyresgasten erhaller erforderliga interna beslut att fullfolja Hyresavtalet i
stadsdelsndmnden Norra Innerstaden samt Kommunstyrelsens ekonomi- och trygghetsutskott senast den 31
oktober 2026 ("Besluten”). Om Besluten inte har erhallits senast den dagen har Hyresgasten méjlighet att
forlanga tiden under vilken Besluten ska fattas till och med den 31 december 2026. En sadan foérlangning ska
meddelas Hyresvarden skriftligen. Om Besluten inte heller erhalls inom denna foérlangda tid eller om tiden
inte forlangs av Hyresgasten, och parterna inte skriftligen har kommit éverens om annat, upphdr detta
Hyresavtal att galla utan 6émsesidiga ansprak pa respektive part. Hyresgasten ska halla Hyresvarden
uppdaterad om status avseende Besluten.

18. KONTRAKTSHANDLINGARNAS INBORDES RANGORDNING

Om i de olika avtalshandlingarna forekommer mot varandra stridande uppgifter eller féreskrifter avseende
Lokalens funktion, utformning och anvandning galler de, om inte omstandigheterna uppenbarligen féranleder
annat, inbérdes i féljande ordning:

. Bilaga 4, dessa sarskilda bestammelser

. Hyresavtal 5084-5001-03

. Bilaga 7, Gransdragningslista underhall

. Bilaga 8, Gransdragningslista brandskydd
. Bilaga 2:1-2:3, Ritning

. Bilaga 9, Ritning Forskolegard

OO WN =
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INDIVIDUELL MATNING VATTEN

for lokal
Bilaga: 5
Avser Hyreskontrakt nr i fastigheten
5084-5001-03 Domarudden 1
Hyresvard Wallenstam Fastighets AB 40
c/o Wallenstam AB (publ)
Hyresgast

Stockholms Kommun

Individuell mét-
ning

Gallande individuell matning av kallvatten och varmvatten.

1.Tillhandahallande av kallvatten och varmvatten

Hyresvarden tillhandahaller kallvatten och varmvatten till hyresgasten under hyrestiden for hyresgéstens
forbrukning i lokalen. Hyresgasten forbinder sig att betala for kallvatten och varmvatten som hyresvarden
tillhandahallit enligt avlast forbrukning och féljande villkor. Férbrukningen mats individuellt for varje lokal.

2. Priser
Priset ar uppdelat pa pris per m3 samt en fast avgift per lokal som &r oberoende av férbrukning.

Priset for kallvatten och varmvatten grundar sig pa allman Va-huvudmans taxa samt pa aktuellt
fijarrvarmebolags fjarrvarmetaxa.

Priserna géller per kalenderar och korrigeras per den 1 januari varje ar. Hyresvarden ager ratt att
utdver avtalat pris debitera gallande skatter och avgifter.

3. Betalning

Betalning for kallvatten och varmvatten skall ske enligt avlast forbrukning manadsvis i efterskott som tillagg till
och tillsammans med hyran. Debitering fér tre manaders férbrukning sker pa hyresavin som avser hyran for
kommande kvartalshyra. Betalning skall erlaggas till samma dag som ndmnda hyra skall betalas.

4. Qvriga villkor
Hyresavtalets 6vriga bestammelser skall galla i tillampliga delar aven for leverans och betalning av kallvatten
och varmvatten, t ex bestdmmelser om férsenad betalning och de allmanna villkoren.

Underskrift

Ort/datum Ort/datum

Hyresvard Hyresgast
Wallenstam Fastighets AB 40 Stockholms Kommun
Namnfértydligande Namnfértydligande

Wi

Dokument-ID 09222115557576810377 Signerat EH, JA, JP




INDIVIDUELL MATNING EL

for lokal
Bilaga: 6
Avser Hyreskontrakt nr i fastigheten
5084-5001-03 Domarudden 1
Hyresvard Wallenstam Fastighets AB 40
c/o Wallenstam AB (publ)
Hyresgast

Stockholms Kommun

Individuell mat-
ning

Géllande individuell méatning.

1.Tillhandahallande av el

Hyresvarden tillhandahaller el till hyresgasten under hyrestiden fér hyresgastens férbrukning i lokalen.
Hyresgasten forbinder sig att betala for tillhandahallen el enligt avlast férbrukning samt att erldgga ersattning
fér natavgift, allt enligt féljande villkor. Férbrukningen méats individuellt fér varje lokal.

2. Priser
Priset for tillhandahallen el ar uppdelat pa pris/ersattning per kWh, natavgift samt en fast arlig avgift per lokal
som ar oberoende av férbrukning.

Elpriset faststalls av hyresvarden en gang per ar och galler under paféljande kalenderar. Hyresvarden
meddelar hyresgasten kommande kalenderars priser senast pa hyresavin for januari det ar priset skall galla,
eller vid det senaste tillfélle da hyresavtalet ingas. Ersattning for natavgift motsvarar aktuellt natbolags
gallande taxa for lokal motsvarande hyresgastens.

Hyresvarden &ger ratt att utdver avtalat elpris och ersattning for natavgift debitera géllande elcertifikatavgift
och 6vriga skatter och avgifter.

For narvarande uppgar priset per kWh med 75 6re.

3. Betalning

Betalning for levererad el och ersattning for natavgift skall ske enligt avlast forbrukning manadsvis i efterskott
som tillagg till och tillsammans med hyran. Debitering for tre manaders elférbrukning och natavgifter sker pa
hyresavi fér kommande kvartal. Betalning skall erlaggas till samma dag som ndmnda hyra skall betalas.

4. Qvriga villkor
Hyresavtalets 6vriga bestdmmelser skall galla i tillampliga delar aven for leverans och betalning av el och
ersattning for natavgifter, t ex bestdmmelser om férsenad betalning och de allmanna villkoren.
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GRANSDRAGNINGSLISTA (1/3)
Underhall for lokal

Bilaga: 7
Avser Hyresavtal nr i fastigheten
5084-5001-03 Domarudden 1
Hyresvard Wallenstam Fastighets AB 40
c/o Wallenstam AB (publ)
Hyresgast Stockholms Kommun

SYFTE

Denna ansvarslista ar uppréattad for att klargéra vad som i férekommande fall ingar i hyran samt vad som hyresgasten respektive hyresvarden
skall utféra och bekosta under hyresférhallandet. Ombyggnader eller forandringar som initieras av hyresgésten betalas i hela dess omfattning av
hyresgasten ifall ingen annan 6verenskommelse tréffas.

ANSVARSFORDELNING
Det aligger respektive part att genomféra sina aligganden fackmannamassigt.
Innehallet i denna gréansdragningslista géller endast om inte annat féljer av hyresavtalet avseende lokalen.

HV = Hyresvard
HG = Hyresgast

1 = Reparation och utbyte
2 = Betalning av 1

3 = Drift och underhall

4 = Betalning av 3

Underhall avser atgarder som syftar till att aterstalla funktionen hos ett Forvaltningsobjekt. Vid underhall aterstalls vanligen funktionen till den
ursprungliga nivan. Underhall omfattar arbetsprestation, hjalpmedel och utbyte av material, vara eller komponent. Enbart byte av
forbrukningsmaterial réknas dock till Drift. Underhall innefattar bl.a. felavhjalpande underhall, planerat underhall, akut underhall och 6vrigt
felavhjalpande underhall, dock med undantag fér vad som anges om Utbyte nedan. Utbyte i samband med Underhall innebér inte att &ganderatten
till ett Forvaltningsobjekt dvergar till den som ansvarar for atgarden.

Utbyte avser utbyte av ett Forvaltningsobjekt pga. att den tekniska livslangden for Forvaltningsobjektet ar slut och det inte 1angre ar ekonomiskt
férsvarbart att utféra Underhall. Vid behov av Utbyte pa grund av bristande underhall, ska underhallsansvarig part i skélig omfattning ersatta
utbytesansvarig parts kostnad fér Utbyte.

Enbart utbyte av férbrukningsmaterial som innebér att funktionen hos ett Forvaltningsobjekt aterstalls till ursprunglig niva raknas dock till Drift.

MARK 1 2 3 4

1a). Mark HV HV HG HG
1b). Plantering, vaxter HG HG HG HG
2. Gangbanor, trottoarer, trappor HV HV HV HG
3. Sndréjning, sandning och saltning, ej férskolegard HV HV HV HV
4. Papperskorgar, askkoppar utomhus (ej aktuellt inom hyresobjekt) - - - -

5. Ytterbelysning HV HV HV HV
6. Yttre ledningar VVS-EL HV HV HV HV
7. Verksamhetens markyta (férskolegard) inkl. snéréjning av férskolegard HG HG HG HG

YTTRE UNDERHALL

8. Yttertak; belaggningar, brunnar, rannor, och stupror HV HV HV HV
9. Fonsterputsning (1 och 2 ej aktuellt) - - HG HG
10. Fasader HV HV HV HV
11. Dérrar, portar och grindar som tillhdr hyresobjektet (HV pa 2 nér teknisk livslangd uppnats) HV HG HG HG
l?é;l;xlt:g;ﬂsgzi fonster och glas i entréddrrar som tillhor hyresobjektet (HV pa 2 nar teknisk HV HG HG HG
13. Markiser HG HG HG HG

14. Fastighetens gemensamma entréddrrar, portar och grindar - - - -

INRE UNDERHALL

15. Golv, vaggar och tak i entréhallar, trapphus och hisshallar som utnyttjas

W

enbart av hyresgasten HG HG HG HG
16. Porttelefoner gemensamma for fastigheten - - - -
17. Lassystem for hyresgastens lokaler, las och nycklar HG HG HG HG
18. Solskydd; invandiga persienner och gardiner/solgardiner HG HG HG HG
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GRANSDRAGNINGSLISTA (2/3)
Underhall for lokal

19. Dérrstangare och ddrrautomatik som tillhér hyresobjektet HG HG HG HG
20. Ddrrar, karmar och dorrblad inkl beslag, fonster invandigt HG HG HG HG
21. Ytskikt pa golv, vaggar och tak HG HG HG HG
22. Hyresgastens tekniska utrymmen HG HG HG HG
INREDNING

23. Morklaggningsgardiner inklusive automatik HG HG HG HG
24. Kaffeautomater HG HG HG HG
25. Koksutrustning mottagningskok HG HG HG HG
26. Vitvaror; kyl och frys HG HG HG HG
27. Vitvaror; diskmaskin HG HG HG HG
28. Vitvaror; mikrovagsugn HG HG HG HG
29. Loés inredning HG HG HG HG
30. Fast inredning HG HG HG HG
31. Hyresgastens namnskyltar HG HG HG HG
EL-ANLAGGNINGAR

32. Allmanbelysning fast monterade HG HG HG HG
33. Specialarmaturer och miljé-/verksamhetsanpassad belysning HG HG HG HG
34. Stromforsorjning till av hyresgasten installerade flaktar och kylmaskiner HG HG HG HG
35. Gloédlampor, lysror, HF-don och glimtandare HG HG HG HG
36. Utokning, utbyte eller andring av installationer som beror pa hyresgéastens HG HG HG HG

andrade funktioner eller behov

TELE OCH SAKERHET

37. Telefonvaxel HG HG HG HG
38. Utrustning for datasakerhet HG HG HG HG
39. Nodsignalanlaggning for HWC och vilrum HG HG HG HG
40. Datanat for hyresobjektet HG HG HG HG
41. Telefonnat for hyresobjektet HG HG HG HG
42. Inbrottslarm HG HG HG HG
LYFTANLAGGNING

43. Hissar och rulltrappor som tillhér hyresobjektet (HG pa 2 vid averkan) HV HV HV HG
gcéizsnil)(tning av hissar och rulltrappor som tillhér hyresobjektet (HG pa 2 vid HV HV HV HG
45. Lyftbord och traverser som tillhor hyresobjektet (HG pa 2 vid averkan) HV HV HV HG
gséizsnil)(tning av lyftbord och traverser som tillhér hyresobjektet (HG pa 2 vid HV HV HV HG
VENTILATION

47. Fastighetens gemensamma luftbehandlingsaggregat for till- och franluft
inklusive filter

48. Separat luftbehandlingsaggregat for till- och franluft inklusive filter som

enbart betjanar hyresobjektet Hv HG Hv HG
49. For verksamheten installerade rokkanaler inklusive sotning och besiktning (ej aktuellt) - - - -
50. Kdkskapal/imkanaler inklusive rengdring, sotning och besiktning HV HG HV HG
51. Fonsterapparater och kylbafflar inom hyresobjektet HV HV HV HV
52. Till- och franluftsdon inom hyresobjektet HV HV HG HG
53. Ventilationskanaler inom hyresobjektet HV HV HV HV
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GRANSDRAGNINGSLISTA (3/3)
Underhall for lokal

VARMEANLAGGNINGAR
54. Varmecentral/varmesystem HV HV HV HV
55. Efterbehandling kyla/varme/ridavarmare HG HG HG HG
56. Radiatorer/termostater HV HV HV HV
STYR- OCH REGLERUTRUSTNING
\EZF n?;y(r)—(,; r:evggﬁ{i-l,altia(::]ns-sc;cs:?e?r\]/ervakn|ngsanlaggnlng for fastighetens kyla, HY HY HY HY
géS.SOSgk;I(;?I\j};,nl]?;n;:r::t;;r\]/tﬁ;ﬁ)l(nnlng for av hyresgasten égda anlaggningar HG HG HG HG
59. Rumsstyrning kyla/varme/flodesregulatorer (i forekommande fall) HV HV HV HV
VATTEN OCH AVLOPP SAMT GAS
60. Sanitetsporslin HG HG HG HG
61. Vatten-blandare HG HG HG HG
62. Hyresgastens fettavskiljare HG HG HG HG
63. Hyresgastens oljeavskiljare - - - -
64. Avloppsanlaggningen for fastigheten HV HV HV HV
65. Gasanlaggningen - - - -
KYLANLAGGNINGAR
66. Kylcentral, kylmaskiner och utrustning fér komfortkyla - - - -
67. Besiktning av kylmaskiner - - - -
68. DX-maskiner (kylmaskiner) som enbart betjanar hyresobjektet med ) _ ) _
komfortkyla
g?&a);g;a::Tienresrk(g;rpu?;(mfnz nsom betjanar hyresgastens data/server HG HG HG HG
OVRIGT
70. All inredning, fast som 16s, tillford eller bestalld av HG efter tilltrade HG HG HG HG
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GRANSDRAGNINGSLISTA 12)
Brandskydd for lokal

Bilaga: 8
Avser Hyresavtal nr i fastigheten
5084-5001-03 Domarudden 1
Hyresvard Wallenstam Fastighets AB 40
c/o Wallenstam AB (publ)
Hyresgast Stockholms Kommun

SBA, SYSTEMATISKT BRANDSKYDDSARBETE

Denna gransdragningslista ligger till grund foér upprattandet av hyresvardens respektive hyresgastens dokumenterade
systematiska brandskyddsarbete (SBA) med dartill hérande checklistor i enlighet med kraven i Lagen om skydd mot olyckor
SFS 2003:778,("LSO”)

Gransdragningslistan syftar i forsta hand till att tydliggéra vem som har ansvaret for hantering, skotsel, tillgang pa
skyddsutrustning, underhall av installationerna och organisation/utbildning fér eventuella nddsituationer. Efterfoljande krysslista
innehaller de vanligast forekommande brandskyddstekniska installationerna och viss information av organisatorisk karaktar.

Gransdragningslistans falt syftar endast till att klargéra ansvaret for sddana installationer m.m. som de facto finns el. tillférs
lokalen eller fastigheten under hyresférhallandet. Det antecknas sarskilt att en markering i ett visst falt inte med automatik
innebar att den aktuella installationen finns el. att nagon av parterna kan parakna att sddana ska installeras.

Vid raddningstjanstens tillsyn tydliggér denna gransdragningslista omfattningen av hyresvardens respektive hyresgastens
systematiska brandskyddsarbete.

ANSVARSFORDELNING

Dokumentet har till uppgift att i férekommande fall tydliggéra agaransvar samt parternas kontrollansvar, ataganden,
arbetsuppgifter och rapporteringsansvar avseende brandskyddstekniska installationer. Detta i syfte att kunna uppratthalla hela
fastighetens skyddsstatus 6ver tiden i enlighet med de krav som stélls i LSO.

Tilldmpligt alternativ markeras med ett kryss inom () nedan:

(x) Hyresgasten ansvarar for att de brandtekniska krav som stalls pa aktuell lokal &r uppfyllda infér pabérjandet av
hyresforhallandet, det vill sdga da hyresgasten forsta gangen tar lokalen i ansprak .

() Hyresvarden ansvarar for att de brandtekniska krav som stalls pa aktuell lokal ar uppfyllda infér pabérjandet av
hyresforhallandet, det vill sdga da hyresgéasten forsta gangen tar lokalen i ansprak

Darefter, under hyresférhallandet, fordelas ansvar och kontroll for lokalens/byggnadens brandskydd i enlighet med denna
gransdragningslista, dock med féljande undantag:

- | det fall hyresgasten hyr en hel fastighet/byggnad faller saval ansvaret fér som kontrollen av samtliga delar av
fastighetens brandskydd (alltséa &ven allmanna utrymmen) pa hyresgasten.

- De installationer som installerats/ installeras som frivilligt skydd hos hyresgasten, d v s nar myndighetskrav inte finns,
ansvarar alltid hyresgasten for oavsett fordelning enligt gransdragningslistan.

- Hyresgasten ansvarar alltid for att Hyresgastens verksamhet inte blockerar eller férhindrar tillgangligheten till
utrymningsvagar, utrymningsdérrar, brandposter, brandlarm sprinkler, m.m.

FORKLARING AV LISTAN
Forsta kolumnen "Ansvarar for" markerar vem som bar kostnads- och utférandeansvar for att respektive punkt finns och ar i
fullgod funktion.

Andra kolumnen "Kontroll av" markerar vem som bar kostnads- och utférandeansvar for att kontrollera och rapportera brister
vid respektive punkt.

Angivande av "HV” alt. "HG” i rubrikféaltet innebar att samtliga punkter i kolumnen under den rubriken ansvaras for savida ej HV
alt. HG dessutom finns angivet under nagon av de respektive punkterna.

AU = Allmanna utrymmen (trapphus, kallare, vind, teknikutrymmen etc)
HL = Hyresgasts lokal

Allmanna Utrymmen Hyresgastens lokal

Ansvarar for Kontroll av Ansvarar for Kontroll av

ORGANISATION HG HG

1. Personalens utbildning avseende brand och riskhantering - -

2. Personalens utbildning kring brandtekniska installationer - -

3. Organisation vid utrymning och nédlagen - -

W

Sign Sign

Dokument-ID 09222115557576810377 Signerat EH, JA, JP




GRANSDRAGNINGSLISTA
Brandskydd for lokal

2(2)

W

Allmanna Utrymmen Hyresgastens lokal
Ansvarar for Kontroll av Ansvarar for Kontroll av
BRANDLARM HV HV HG HG
4. Manadsprov
5. Kvartalsprov
6. Revisionsbesiktning
7. Servicearbeten/ Underhall
8. Orienterings-/ Serviceritningar
9. Larmsandare
10. Overféring Raddningstjansten/ SOS
SPRINKLER HV HV HG HG
11. Veckoprov/ Manadsprov/ Kvartalsprov/ Revisionsbesiktning
12. Service arbeten/ Underhall
13. Orienterings-/ Serviceritningar
14. Larmsandare
15. Overféring Raddningstjansten/ SOS
UTRYMNINGSVAG/SKYLTAR HV HV HG HG
16. Framkomlighet
17. Genomlysta/belysta utrymningsskyltar
18. Nodstromsférsorjning utrymningsskyltar
19. Efterlysande utrymningsskyltar
20. Nodbelysning funktion
21. Nodbelysning reservkraftaggregat
UTRYMNINGSPLANER HV HV HG HG
22. Upprattade
23. Revidering
SLACKUTRUSTNING OCH SLACKSYSTEM HV HV
24. Ansulex koéksbrandslackning/CO2 sprinkler HG HG
25. Slacksystem datarum HG HG
26. Stigarledningar HV HV
27. Inomhusbrandposter HV HV
28. Handbrandslackare HG HG
29. Brandfiltar HG HG
30. Brandcellsgranser i och for hyresgastlokal HG HG
31. Branddérrar i och for hyresgastlokal HG HG
32. Dorrhallarmagneter och dorrstangare HG HG
33. Genomforingar HG HG
BRANDSKYDDSVENTILATION HV HV
34. Luckor/fonster for brandgasventilation HV HV
35. Brandgasflaktar HV HV
36. Styrning for brandventilation HV HV
37. Imkanaler HG HG
BRANDFARLIG VARA HV HV
38. Tillstandsansvarig for heta arbeten HV HV
39. Férestandare HG HG
40. Forvaring t ex skap, rum HG HG
41. Utmarkning, skyltning HG HG
OVRIGT
42. Brandvagar tillgang HV HV - -
43. Brandvéagar snérdjning och framkomlighet HV HV - -
44 Upprattande och revidering av insatsplan HV HV HG HG
45. Utrymningstrygghet/skriftliga instruktioner vid evenemang - - HG HG
46. Nodtelefon - - HG HG
47. Skalskydd och &vriga larm fér HL - - HG HG
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FORSKOLA

Projekt: Jaktgatan 38

Byggaktor: Xxxxx
BERAKNINGSVERKTYG - LEKYTEFAKTOR (LYF)
OBS: Beskrivning av hur bedémningen av varje lekvarde ska ske finns i kap 4 i dokumentet
"Lekvardesriktlinjer for skolgardar". Endast celler i kolumnen "VARDE" ska fyllas i. Celler
med tjocka kantlinjer &r obligatoriska och behdver vara uppfyllda.
LEKVARDEN STEG 1 VARDE ENHET PROCENT LEKVARDESFAKTOR KOMMENTAR
PROJEKTFORUTSATINING  Gller projektet nybyggnation eller upprustning av befintlig gard?
1.1 Gérdens friyta 700 kvm -32,2 Area under 3000 kvm ger negativt vdrde. Max 5 pluspoédng.
1. FRIYTA Hur ménga barn planeras verksamheten for? 70 antal
1.2 Kvadratmeter friyta/barn 10,0 m2/barn -20,0 Area under 20 kvm/barn ger negativt virde. Max 5 pluspodng.
1.3 Byggnaden &r friliggande JA 2,0 Ger 2 poang.
2.1 Garden &r sammanhingande JA 1,0 Ger 1 poang.
2. LEKVARDEN 2.2 D<.et finns en pla.n, oppen yta ) UPPFYLLT Obligatoriskt.. ) )
TIDIG BEDOMNING 2.3 Garden har varierad t.opo.grafl . 0 kvm 0 0,0 10:50% av garden ger poédng. Max 3 poéng.
2.4 Del av garden har befintlig naturkaraktar 0 kvm 0 0,0 Fran 5-50% ger stigande skala poéang. Max 5 poéng.
Hur ménga procent av garden utgors av direkt berg i dagen/berghall 0 kvm 0 0,0
Preliminar LYF Steg 1 -49,2 Ange om projektet avser nybyggnation eller upprustning
LEKVARDEN STEG 2
3. ZONERING 3.1 Antal zoner 3 antal 2,0 Obligatriskt: Minst 2 zoner. Poang vid 3 zoner, 2 poéng.
4. TOPOGRAFI 4.1 Det finns kulle och/eller slant som ldmpar sig for lek UPPFYLLT Obligatoriskt.
4.2 Lekutrustning nyttjar topografin 5 antal 2,0 Antal lekutrustning. Fem fasta utrustningar ger maxpoing
4.3 Garden innehaller topografiska element (trappa, dike, kanter) 1 antal 0,3 Max 1 poéng.
LYF TOPGRAFI 2,3
5. GRONSKA 5.1 Del av garden har anlagd naturkaraktar 100 kvm 14 0,7 Kvm av garden. Fran 5-50% ger stigande skala podng
5.2 Det finns en stor variation av véxtarter 10 antal 1,0 Mellan 10 och 60 arter ger stigande skala podng. Max 2,5 poang.
5.3 Vegetationen skapar rumsligheter NEJ 0,0 Ger 2 podng.
5.4 Det finns minst ett stort befintligt trad JA 2,0
5.5 Det finns minst ett befintligt, eller planeras for minst ett, stort trad UPPFYLLT Obligatoriskt.
LYF GRONSKA 87
6. LOKALKLIMAT 6.1 Ytor for lek och retrattplatser finns i sol och i skugga UPPFYLLT Obligatoriskt.
6.2 Vegetation ger skugga i alla gdrdens zoner JA 2,0 Ger 2 podng.
6.3 Det finns platser med vaderskydd JA 2,0 Ger 2 poang.
6.4 Skarmtak kompletterar I6vskugga 25 kvm 1,0 Ger 1 podng vid minst 1% av friytan.
LYF LOKALKLIMAT 5,0
7. PLATSER FOR ALLA 7.1 Det finns retrattplatser 1-5 platser antal 0,0 Max 2 poang.
7.2 Det finns icke-programmerade ytor JA 1,0 Ger 1 podng.
7.3 Det finns omraden enligt onstage, offstage backstage-principen NEJ 0,0 Ger 2 poang.
7.4 Det finns en scen JA 2,0 Ger 2 podng.
7.5 Det finns skyddade sittplatser i den trygga zonen JA 1,0 Ger 1 podng.
7.6 Det finns pratplatser 3 antal 0,4 Antal platser. Mellan 3 och 5 platser ger poang. Max 1 poang.
7.7 Det finns lugna pausplatser tillgéngliga med hjalpmedel UPPFYLLT Obligatoriskt.
7.8 Det finns platser for aktiv lek tillgéngliga med hjalpmedel UPPFYLLT Obligatoriskt.
LYF PLATSER FOR ALLA 44
8. FORUTSATTNINGAR FOR 8.1 Det finns varierade platser for lek JA 1,0 Ger 1 podng.
VARIERAD LEK 8.2 Det finns plank NEJ 0,0 Ger 1 poang.
8.3 Garden innehaller naturliga element 3] antal 1,5 En poéng for om det finns stubbar, stenar resp. stockar
8.4 Det finns yta med formbar sand 1 sandlandskap 1,0 Max 2 poéng.
8.5 Markmaterial &r varierat 3] antal 0,0 Max poéng for 12 olika markmaterial, max 2 poéng.
8.6 Det finns férutséttning for motorisk lek JA 2,0 Ger 2 poang.
LYF FORUTSATTNINGAR FOR VARIERAD LEK 515)
9. FORUTSATTNINGAR FOR 9.1 Det finns samlingsplatser JA 1,0 Ger 1 poing.
PEDAGOGIK 9.2 Véxtval &r gjorda for att ge pedagogiska mervarden JA 1,0 Ger 1 poang.
9.3 Hardgjord yta anpassad for skapande i narheten av materialférvaring JA 1,0 Ger 1 poéng.
9.4 Det finns vdggar/plank att sdtta upp material p& JA 1,0 Ger 1 poang.
9.5 Det finns vattenlek NEJ 0,0 Ger 1 poang.
9.6 Det finns odlingsméjligheter 20 kvm 1,0 Ange kvm. Ytor mellan 4 och 20 kvm ger 0,5 p. Over 20 km 1 p
LYF FORUTSATTNINGAR FOR PEDAGOGIK 5,0
10. OVRIGT 10.1 Det finns materialférvaring anpassat efter elevantal och arskurs UPPFYLLT Obligatoriskt.
10.2 Det finns eluttag UPPFYLLT Obligatoriskt.
10.3 Det finns vattenutkastare UPPFYLLT Obligatoriskt.
10.4 Garden har funktionell och social belysning anpassad efter resp. zon UPPFYLLT Obligatoriskt.
10.5 Minst hélften av garden &r inte underbyggd. JA 1,0 Ger 1 poéng.
10.6 Friytan ligger dikt an entréer NEJ 0,0 Ger 1 poang.
RESULTAT LYF -20,3
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Document ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2026-04-29 12:59:32.319747 UTC ±18 ms

    		2026-04-29 12:05:12.498917 UTC

    		

      212.181.92.34

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        The initiator Emma Hedenryd (EH) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2026-05-14 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2026-04-29 12:59:32.319747 UTC ±18 ms

    		2026-04-29 12:05:12.498917 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to approve the document via email to Cornelia Schroeder Lundberg (CSL). The invitation included a link that when clicked led to Scrive eSign’s online interface to approve documents. 
The invitation contained the following message: 
 Hej,

Bifogat finner ni avtal för förskola på Jaktgatan, Norra Djurgårdsstaden, enligt överenskommelse. 

Vid eventuella frågor kontakta Emma Hedenryd på telefon 08-508 947 75 alternativt via mail: emma.hedenryd@wallenstam.se

Vänliga Hälsningar 
Emma Hedenryd
Wallenstam AB 

      


    

  



  

  

    		2026-04-29 12:59:37.119286 UTC ±19 ms

    		2026-04-29 12:05:12.498917 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to approve the document sent via email to Cornelia Schroeder Lundberg (CSL) was delivered.

      


    

  



  

  

    		2026-04-29 13:26:15.317751 UTC ±7 ms

    		2026-04-29 13:05:12.660451 UTC

    		

      217.21.232.7

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        The party Cornelia Schroeder Lundberg (CSL) opened the document in Scrive eSign’s online interface to approve documents.

      


    

  



  

  

    		2026-04-29 14:25:21.793763 UTC ±7 ms

    		2026-04-29 14:05:13.178934 UTC

    		

      217.21.226.228

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        The approver party Cornelia Schroeder Lundberg (CSL) approved the document.

      


    

  



  

  

    		2026-04-29 14:25:21.793763 UTC ±7 ms

    		2026-04-29 14:05:13.178934 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jesper.ackinger@stockholm.se) to Jesper Ackinger (JA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej,

Bifogat finner ni avtal för förskola på Jaktgatan, Norra Djurgårdsstaden, enligt överenskommelse. 

Vid eventuella frågor kontakta Emma Hedenryd på telefon 08-508 947 75 alternativt via mail: emma.hedenryd@wallenstam.se

Vänliga Hälsningar 
Emma Hedenryd
Wallenstam AB 

      


    

  



  

  

    		2026-04-29 14:25:27.229085 UTC ±7 ms

    		2026-04-29 14:05:13.178934 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jesper Ackinger (JA) was delivered.

      


    

  



  

  

    		2026-04-29 14:26:47.065651 UTC ±7 ms

    		2026-04-29 14:05:13.178934 UTC

    		

      217.21.226.226

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        The party Jesper Ackinger (JA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-29 15:07:22.541556 UTC ±1 ms

    		2026-04-29 15:05:13.92147 UTC

    		

      217.21.226.226

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        The party Jesper Ackinger (JA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-29 15:13:36.752777 UTC ±5 ms

    		2026-04-29 15:05:13.92147 UTC

    		

      217.21.226.226

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        The signatory Jesper Ackinger (JA) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2026-04-29 15:13:53.306541 UTC ±5 ms

    		2026-04-29 15:05:13.92147 UTC

    		

      217.21.226.226

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        The document was signed by Jesper Ackinger (JA) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "5084-5001-03 Hyresavtal Stockholms stad Jaktgatan_Norra Djurgårdsstaden" med dokument-ID 9222115557576810377.







Data returned from 
  the BankID network
:
  
Name: Jesper Lars Ackinger
  
ID number: 
  *Redacted by author*

  
IP: 94.234.87.62



















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-04-29 15:13:59.429681 UTC ±5 ms

    		2026-04-29 15:05:13.92147 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Emma Hedenryd (EH) was delivered.

      


    

  



  

  

    		2026-04-29 15:14:04.85038 UTC ±5 ms

    		2026-04-29 15:05:13.92147 UTC

    		

      93.8.242.21

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/139.0.0.0 Safari/537.36

      

    

    		

      

        The party Emma Hedenryd (EH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-29 15:54:33.181624 UTC ±29 ms

    		2026-04-29 15:05:13.92147 UTC

    		

      83.191.114.95

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Emma Hedenryd (EH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-29 15:54:51.89143 UTC ±29 ms

    		2026-04-29 15:05:13.92147 UTC

    		

      83.191.114.95

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Emma Hedenryd (EH) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2026-04-29 15:55:02.651961 UTC ±29 ms

    		2026-04-29 15:05:13.92147 UTC

    		

      83.191.114.95

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Emma Hedenryd (EH) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "5084-5001-03 Hyresavtal Stockholms stad Jaktgatan_Norra Djurgårdsstaden" med dokument-ID 9222115557576810377.







Data returned from 
  the BankID network
:
  
Name: Emma Christina Hedenryd
  
ID number: 
  *Redacted by author*

  
IP: 83.191.114.95



















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-04-29 15:55:02.651961 UTC ±29 ms

    		2026-04-29 15:05:13.92147 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jonas.petri@wallenstam.se) to Jonas Petri (JP). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej,

Bifogat finner ni avtal för förskola på Jaktgatan, Norra Djurgårdsstaden, enligt överenskommelse. 

Vid eventuella frågor kontakta Emma Hedenryd på telefon 08-508 947 75 alternativt via mail: emma.hedenryd@wallenstam.se

Vänliga Hälsningar 
Emma Hedenryd
Wallenstam AB 

      


    

  



  

  

    		2026-04-29 15:55:08.302238 UTC ±29 ms

    		2026-04-29 15:05:13.92147 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jonas Petri (JP) was delivered.

      


    

  



  

  

    		2026-04-29 15:55:16.901791 UTC ±30 ms

    		2026-04-29 15:05:13.92147 UTC

    		

      178.202.253.141

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/139.0.0.0 Safari/537.36

      

    

    		

      

        The party Jonas Petri (JP) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-30 06:30:46.176689 UTC ±14 ms

    		2026-04-30 06:05:28.61299 UTC

    		

      212.181.92.34

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        The party Jonas Petri (JP) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-30 08:42:06.475728 UTC ±8 ms

    		2026-04-30 08:05:29.519716 UTC

    		

      212.181.92.34

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        The party Jonas Petri (JP) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-30 08:42:39.727345 UTC ±8 ms

    		2026-04-30 08:05:29.519716 UTC

    		

      212.181.92.34

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        The signatory Jonas Petri (JP) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2026-04-30 08:42:52.58127 UTC ±8 ms

    		2026-04-30 08:05:29.519716 UTC

    		

      212.181.92.34

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        The document was signed by Jonas Petri (JP) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "5084-5001-03 Hyresavtal Stockholms stad Jaktgatan_Norra Djurgårdsstaden" med dokument-ID 9222115557576810377.







Data returned from 
  the BankID network
:
  
Name: JONAS PETRI
  
ID number: 
  *Redacted by author*

  
IP: 83.248.227.150



















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2026-04-30 08:42:52.58127 UTC ±8 ms

    		2026-04-30 08:05:29.519716 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2026-04-30 08:42:52.824738 UTC ±8 ms

    		2026-04-30 08:05:29.519716 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.00 ms

		standard deviation: 0.06 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈100.000%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2026-03-19 16:43:06.799833 UTC and 2026-04-30 08:05:29.519716 UTC:







  		Time collected

  		Clock offset







  

    		2026-03-19 16:43:06.799833

    		0.0 ms

  





  

    		2026-03-19 17:43:07.888529

    		0.0 ms

  





  

    		2026-03-19 18:43:08.618922

    		0.0 ms

  





  

    		2026-03-19 19:43:10.49293

    		0.0 ms

  





  

    		2026-03-19 20:43:12.33892

    		0.0 ms

  





  

    		2026-03-19 21:43:13.837717

    		0.0 ms

  





  

    		2026-03-19 22:43:14.248204

    		0.0 ms

  





  

    		2026-03-19 23:43:15.845144

    		0.0 ms

  





  

    		2026-03-20 00:43:16.304979

    		0.0 ms

  





  

    		2026-03-20 01:43:17.892338

    		0.0 ms

  





  

    		2026-03-20 02:43:19.256794

    		0.0 ms

  





  

    		2026-03-20 03:43:19.408614

    		-0.1 ms

  





  

    		2026-03-20 04:43:19.711395

    		0.0 ms

  





  

    		2026-03-20 05:43:21.0786

    		0.0 ms

  





  

    		2026-03-20 06:43:21.676551

    		0.0 ms

  





  

    		2026-03-20 07:43:21.870765

    		0.1 ms

  





  

    		2026-03-20 08:43:22.483872

    		0.1 ms

  





  

    		2026-03-20 09:43:22.773701

    		0.0 ms

  





  

    		2026-03-20 10:43:22.79517

    		0.0 ms

  





  

    		2026-03-20 11:43:22.943972

    		0.0 ms

  





  

    		2026-03-20 12:43:23.723399

    		-0.2 ms

  





  

    		2026-03-20 13:43:23.813182

    		0.0 ms

  





  

    		2026-03-20 14:43:24.454325

    		-0.1 ms

  





  

    		2026-03-20 15:43:24.83392

    		0.0 ms

  





  

    		2026-03-20 16:43:26.824114

    		0.0 ms

  





  

    		2026-03-20 17:43:28.234816

    		-0.1 ms

  





  

    		2026-03-20 18:43:28.768806

    		0.1 ms

  





  

    		2026-03-20 19:43:30.293791

    		0.0 ms

  





  

    		2026-03-20 20:43:30.396539

    		0.0 ms

  





  

    		2026-03-20 21:43:31.820068

    		0.0 ms

  





  

    		2026-03-20 22:43:33.434464

    		0.0 ms

  





  

    		2026-03-20 23:43:34.936515

    		0.0 ms

  





  

    		2026-03-21 00:43:36.723415

    		0.0 ms

  





  

    		2026-03-21 01:43:38.539423

    		0.1 ms

  





  

    		2026-03-21 02:43:40.09345

    		0.0 ms

  





  

    		2026-03-21 03:43:40.168881

    		0.0 ms

  





  

    		2026-03-21 04:43:41.050096

    		0.0 ms

  





  

    		2026-03-21 05:43:42.351133

    		0.0 ms

  





  

    		2026-03-21 06:43:42.811227

    		0.0 ms

  





  

    		2026-03-21 07:43:43.57977

    		0.0 ms

  





  

    		2026-03-21 08:43:44.407348

    		0.0 ms

  





  

    		2026-03-21 09:43:44.711147

    		-0.1 ms

  





  

    		2026-03-21 10:43:45.026902

    		0.0 ms

  





  

    		2026-03-21 11:43:47.294464

    		-0.2 ms

  





  

    		2026-03-21 12:43:47.478953

    		0.0 ms

  





  

    		2026-03-21 13:43:49.359046

    		0.0 ms

  





  

    		2026-03-21 14:43:50.096014

    		0.0 ms

  





  

    		2026-03-21 15:43:50.560946

    		0.0 ms

  





  

    		2026-03-21 16:43:52.37488

    		-0.1 ms

  





  

    		2026-03-21 17:43:52.988839

    		0.2 ms

  





  

    		2026-03-21 18:43:53.702496

    		-0.3 ms

  





  

    		2026-03-21 19:43:54.183035

    		0.0 ms

  





  

    		2026-03-21 20:43:54.681604

    		0.0 ms

  





  

    		2026-03-21 21:43:57.039738

    		0.0 ms

  





  

    		2026-03-21 22:43:59.296619

    		0.1 ms

  





  

    		2026-03-21 23:44:01.358004

    		0.0 ms

  





  

    		2026-03-22 00:44:03.249455

    		0.0 ms

  





  

    		2026-03-22 01:44:05.204675

    		0.0 ms

  





  

    		2026-03-22 02:44:07.16941

    		0.0 ms

  





  

    		2026-03-22 03:44:07.247304

    		0.1 ms

  





  

    		2026-03-22 04:44:08.058205

    		0.0 ms

  





  

    		2026-03-22 05:44:09.440208

    		0.0 ms

  





  

    		2026-03-22 06:44:09.987574

    		0.0 ms

  





  

    		2026-03-22 07:44:12.419351

    		0.0 ms

  





  

    		2026-03-22 08:44:12.829222

    		0.0 ms

  





  

    		2026-03-22 09:44:13.03818

    		0.0 ms

  





  

    		2026-03-22 10:44:13.259904

    		-0.1 ms

  





  

    		2026-03-22 11:44:13.429575

    		-0.2 ms

  





  

    		2026-03-22 12:44:13.537005

    		0.0 ms

  





  

    		2026-03-22 13:44:15.024159

    		0.0 ms

  





  

    		2026-03-22 14:44:15.211114

    		0.0 ms

  





  

    		2026-03-22 15:44:15.801659

    		0.0 ms

  





  

    		2026-03-22 16:44:16.176602

    		0.0 ms

  





  

    		2026-03-22 17:44:16.381774

    		0.0 ms

  





  

    		2026-03-22 18:44:16.877083

    		0.0 ms

  





  

    		2026-03-22 19:44:17.069486

    		0.0 ms

  





  

    		2026-03-22 20:44:18.296963

    		0.1 ms

  





  

    		2026-03-22 21:44:19.420451

    		0.0 ms

  





  

    		2026-03-22 22:44:20.091377

    		0.0 ms

  





  

    		2026-03-22 23:44:20.991093

    		0.1 ms

  





  

    		2026-03-23 00:44:21.106149

    		0.0 ms

  





  

    		2026-03-23 01:44:22.241609

    		-0.1 ms

  





  

    		2026-03-23 02:44:24.508451

    		0.0 ms

  





  

    		2026-03-23 03:44:26.250348

    		0.0 ms

  





  

    		2026-03-23 04:44:28.191553

    		0.0 ms

  





  

    		2026-03-23 05:44:28.221694

    		0.1 ms

  





  

    		2026-03-23 06:44:28.302853

    		0.0 ms

  





  

    		2026-03-23 07:44:28.536937

    		-0.1 ms

  





  

    		2026-03-23 08:44:29.101791

    		0.0 ms

  





  

    		2026-03-23 09:44:29.238149

    		0.0 ms

  





  

    		2026-03-23 10:44:29.692208

    		-0.1 ms

  





  

    		2026-03-23 11:44:30.310707

    		-0.1 ms

  





  

    		2026-03-23 12:44:31.406506

    		0.1 ms

  





  

    		2026-03-23 13:44:31.54233

    		-0.1 ms

  





  

    		2026-03-23 14:44:31.618599

    		-0.2 ms

  





  

    		2026-03-23 15:44:32.010878

    		0.0 ms

  





  

    		2026-03-23 16:44:32.792672

    		0.0 ms

  





  

    		2026-03-23 17:44:34.227768

    		0.0 ms

  





  

    		2026-03-23 18:44:34.697306

    		0.1 ms

  





  

    		2026-03-23 19:44:35.018557

    		0.1 ms

  





  

    		2026-03-23 20:44:36.32287

    		0.0 ms

  





  

    		2026-03-23 21:44:36.647316

    		0.0 ms

  





  

    		2026-03-23 22:44:39.451585

    		0.0 ms

  





  

    		2026-03-23 23:44:40.467666

    		0.0 ms

  





  

    		2026-03-24 00:44:41.639355

    		-0.1 ms

  





  

    		2026-03-24 01:44:42.994039

    		0.1 ms

  





  

    		2026-03-24 02:44:44.317751

    		0.0 ms

  





  

    		2026-03-24 03:44:44.56842

    		0.0 ms

  





  

    		2026-03-24 04:44:46.662818

    		0.0 ms

  





  

    		2026-03-24 05:44:47.914543

    		0.0 ms

  





  

    		2026-03-24 06:44:48.890001

    		0.0 ms

  





  

    		2026-03-24 07:44:48.9588

    		0.0 ms

  





  

    		2026-03-24 08:44:49.178786

    		0.0 ms

  





  

    		2026-03-24 09:44:50.12545

    		-0.1 ms

  





  

    		2026-03-24 10:44:51.033808

    		0.0 ms

  





  

    		2026-03-24 11:44:51.132784

    		0.0 ms

  





  

    		2026-03-24 12:44:51.260904

    		-0.1 ms

  





  

    		2026-03-24 13:44:51.425823

    		0.0 ms

  





  

    		2026-03-24 14:44:52.06007

    		-0.6 ms

  





  

    		2026-03-24 15:44:52.391462

    		-0.1 ms

  





  

    		2026-03-24 16:44:52.468962

    		0.2 ms

  





  

    		2026-03-24 17:44:53.575984

    		0.3 ms

  





  

    		2026-03-24 18:44:53.862946

    		0.1 ms

  





  

    		2026-03-24 19:44:55.853121

    		0.0 ms

  





  

    		2026-03-24 20:44:55.859539

    		-0.1 ms

  





  

    		2026-03-24 21:44:56.963261

    		0.1 ms

  





  

    		2026-03-24 22:44:57.088801

    		0.0 ms

  





  

    		2026-03-24 23:44:57.160784

    		0.2 ms

  





  

    		2026-03-25 00:44:57.214377

    		0.0 ms

  





  

    		2026-03-25 01:44:58.656612

    		0.0 ms

  





  

    		2026-03-25 02:45:00.008349

    		-0.2 ms

  





  

    		2026-03-25 03:45:01.427547

    		0.0 ms

  





  

    		2026-03-25 04:45:02.683527

    		0.0 ms

  





  

    		2026-03-25 05:45:04.442197

    		-0.1 ms

  





  

    		2026-03-25 06:45:06.965518

    		0.0 ms

  





  

    		2026-03-25 07:45:07.200403

    		-0.1 ms

  





  

    		2026-03-25 08:45:08.298273

    		1.1 ms

  





  

    		2026-03-25 09:45:08.533115

    		0.0 ms

  





  

    		2026-03-25 10:45:09.063798

    		0.0 ms

  





  

    		2026-03-25 11:45:09.092383

    		0.1 ms

  





  

    		2026-03-25 12:45:09.661369

    		0.0 ms

  





  

    		2026-03-25 13:45:09.764416

    		0.0 ms

  





  

    		2026-03-25 14:45:10.287435

    		0.1 ms

  





  

    		2026-03-25 15:45:10.312981

    		0.0 ms

  





  

    		2026-03-25 16:45:11.141668

    		0.0 ms

  





  

    		2026-03-25 17:45:12.152563

    		0.0 ms

  





  

    		2026-03-25 18:45:13.520962

    		0.0 ms

  





  

    		2026-03-25 19:45:15.102218

    		0.0 ms

  





  

    		2026-03-25 20:45:15.970716

    		0.0 ms

  





  

    		2026-03-25 21:45:16.931446

    		0.0 ms

  





  

    		2026-03-25 22:45:17.436553

    		0.0 ms

  





  

    		2026-03-25 23:45:19.087687

    		0.0 ms

  





  

    		2026-03-26 00:45:20.48646

    		-0.1 ms

  





  

    		2026-03-26 01:45:21.736757

    		-0.2 ms

  





  

    		2026-03-26 02:45:23.300855

    		0.1 ms

  





  

    		2026-03-26 03:45:25.074951

    		0.1 ms

  





  

    		2026-03-26 04:45:26.429285

    		0.0 ms

  





  

    		2026-03-26 05:45:27.693371

    		0.0 ms

  





  

    		2026-03-26 06:45:29.201608

    		0.0 ms

  





  

    		2026-03-26 07:45:30.74451

    		0.0 ms

  





  

    		2026-03-26 08:45:30.930753

    		0.0 ms

  





  

    		2026-03-26 09:45:32.057845

    		0.0 ms

  





  

    		2026-03-26 10:45:32.67189

    		0.0 ms

  





  

    		2026-03-26 11:45:33.780213

    		0.0 ms

  





  

    		2026-03-26 12:45:35.189293

    		0.1 ms

  





  

    		2026-03-26 13:45:37.07709

    		0.0 ms

  





  

    		2026-03-26 14:45:37.642067

    		0.0 ms

  





  

    		2026-03-26 15:45:38.58788

    		0.0 ms

  





  

    		2026-03-26 16:45:39.322973

    		0.0 ms

  





  

    		2026-03-26 17:45:39.620227

    		-0.1 ms

  





  

    		2026-03-26 18:45:40.830327

    		0.0 ms

  





  

    		2026-03-26 19:45:41.005018

    		0.0 ms

  





  

    		2026-03-26 20:45:43.295656

    		0.0 ms

  





  

    		2026-03-26 21:45:43.366947

    		0.0 ms

  





  

    		2026-03-26 22:45:45.663278

    		0.0 ms

  





  

    		2026-03-26 23:45:47.140947

    		0.0 ms

  





  

    		2026-03-27 00:45:48.637361

    		0.0 ms

  





  

    		2026-03-27 01:45:50.079207

    		0.0 ms

  





  

    		2026-03-27 02:45:51.55396

    		0.1 ms

  





  

    		2026-03-27 03:45:52.81106

    		0.0 ms

  





  

    		2026-03-27 04:45:54.185999

    		0.0 ms

  





  

    		2026-03-27 05:45:54.297911

    		-0.1 ms

  





  

    		2026-03-27 06:45:55.037363

    		0.1 ms

  





  

    		2026-03-27 07:45:57.701041

    		0.0 ms

  





  

    		2026-03-27 08:45:58.193118

    		0.0 ms

  





  

    		2026-03-27 09:45:59.178324

    		0.0 ms

  





  

    		2026-03-27 10:45:59.504747

    		0.0 ms

  





  

    		2026-03-27 11:46:00.676834

    		0.1 ms

  





  

    		2026-03-27 12:46:00.979083

    		0.1 ms

  





  

    		2026-03-27 13:46:01.565316

    		0.0 ms

  





  

    		2026-03-27 14:46:02.778936

    		0.0 ms

  





  

    		2026-03-27 15:46:03.105484

    		0.0 ms

  





  

    		2026-03-27 16:46:04.849905

    		0.0 ms

  





  

    		2026-03-27 17:46:04.949217

    		0.0 ms

  





  

    		2026-03-27 18:46:07.794456

    		0.0 ms

  





  

    		2026-03-27 19:46:10.320634

    		0.0 ms

  





  

    		2026-03-27 20:46:12.151195

    		0.0 ms

  





  

    		2026-03-27 21:46:14.148528

    		0.0 ms

  





  

    		2026-03-27 22:46:16.129031

    		0.0 ms

  





  

    		2026-03-27 23:46:17.876608

    		0.0 ms

  





  

    		2026-03-28 00:46:19.460452

    		0.0 ms

  





  

    		2026-03-28 01:46:21.071609

    		0.0 ms

  





  

    		2026-03-28 02:46:22.581103

    		0.0 ms

  





  

    		2026-03-28 03:46:24.262836

    		0.1 ms

  





  

    		2026-03-28 04:46:25.796826

    		0.3 ms

  





  

    		2026-03-28 05:46:27.567415

    		-0.5 ms

  





  

    		2026-03-28 06:53:14.785939

    		0.1 ms

  





  

    		2026-03-28 07:53:16.210219

    		0.1 ms

  





  

    		2026-03-28 08:53:16.373492

    		-0.3 ms

  





  

    		2026-03-28 09:53:17.088557

    		-0.1 ms

  





  

    		2026-03-28 10:53:18.094392

    		0.0 ms

  





  

    		2026-03-28 11:53:18.147954

    		0.0 ms

  





  

    		2026-03-28 12:53:18.177602

    		0.0 ms

  





  

    		2026-03-28 13:53:18.609466

    		0.0 ms

  





  

    		2026-03-28 14:53:19.152676

    		0.0 ms

  





  

    		2026-03-28 15:53:19.254741

    		0.0 ms

  





  

    		2026-03-28 16:53:20.342284

    		0.0 ms

  





  

    		2026-03-28 17:53:22.053753

    		0.0 ms

  





  

    		2026-03-28 18:53:22.261591

    		0.0 ms

  





  

    		2026-03-28 19:53:22.564094

    		0.0 ms

  





  

    		2026-03-28 20:53:24.615623

    		0.0 ms

  





  

    		2026-03-28 21:53:26.707346

    		0.0 ms

  





  

    		2026-03-28 22:53:28.577198

    		0.0 ms

  





  

    		2026-03-28 23:53:29.884915

    		0.0 ms

  





  

    		2026-03-29 00:53:31.192491

    		0.0 ms

  





  

    		2026-03-29 01:53:32.348844

    		0.0 ms

  





  

    		2026-03-29 02:53:33.854002

    		0.1 ms

  





  

    		2026-03-29 03:53:35.110362

    		0.0 ms

  





  

    		2026-03-29 04:53:36.668911

    		0.0 ms

  





  

    		2026-03-29 05:53:38.261417

    		0.2 ms

  





  

    		2026-03-29 06:53:40.827972

    		-1.0 ms

  





  

    		2026-03-29 07:53:40.887699

    		0.0 ms

  





  

    		2026-03-29 08:53:41.420944

    		0.0 ms

  





  

    		2026-03-29 09:53:42.601435

    		0.1 ms

  





  

    		2026-03-29 10:53:44.162894

    		-0.1 ms

  





  

    		2026-03-29 11:53:44.565305

    		0.1 ms

  





  

    		2026-03-29 12:53:46.34087

    		0.0 ms

  





  

    		2026-03-29 13:53:46.453867

    		0.0 ms

  





  

    		2026-03-29 14:53:46.799242

    		0.1 ms

  





  

    		2026-03-29 15:53:47.130243

    		-0.1 ms

  





  

    		2026-03-29 16:53:48.439349

    		0.2 ms

  





  

    		2026-03-29 17:53:49.353111

    		0.0 ms

  





  

    		2026-03-29 18:53:49.522546

    		0.1 ms

  





  

    		2026-03-29 19:53:49.763664

    		0.0 ms

  





  

    		2026-03-29 20:53:49.867199

    		0.0 ms

  





  

    		2026-03-29 21:53:50.132697

    		0.1 ms

  





  

    		2026-03-29 22:53:51.128661

    		-0.1 ms

  





  

    		2026-03-29 23:53:52.593052

    		0.2 ms

  





  

    		2026-03-30 00:53:54.234839

    		0.0 ms

  





  

    		2026-03-30 01:53:55.680779

    		0.1 ms

  





  

    		2026-03-30 02:53:57.269328

    		0.1 ms

  





  

    		2026-03-30 03:53:58.771684

    		0.0 ms

  





  

    		2026-03-30 04:54:00.257356

    		-0.1 ms

  





  

    		2026-03-30 05:54:02.252207

    		0.2 ms

  





  

    		2026-03-30 06:54:02.485977

    		-0.1 ms

  





  

    		2026-03-30 07:54:03.07156

    		-0.1 ms

  





  

    		2026-03-30 08:54:03.218907

    		0.0 ms

  





  

    		2026-03-30 09:54:03.570438

    		0.1 ms

  





  

    		2026-03-30 10:54:03.893782

    		-0.3 ms

  





  

    		2026-03-30 11:54:04.419349

    		-0.1 ms

  





  

    		2026-03-30 12:54:04.809394

    		0.1 ms

  





  

    		2026-03-30 13:54:05.375186

    		-0.1 ms

  





  

    		2026-03-30 14:54:05.884609

    		0.0 ms

  





  

    		2026-03-30 15:54:06.268848

    		-0.1 ms

  





  

    		2026-03-30 16:54:06.530403

    		0.0 ms

  





  

    		2026-03-30 17:54:06.745111

    		0.0 ms

  





  

    		2026-03-30 18:54:06.815729

    		0.0 ms

  





  

    		2026-03-30 19:54:07.411022

    		0.0 ms

  





  

    		2026-03-30 20:54:08.060907

    		0.0 ms

  





  

    		2026-03-30 21:54:10.155743

    		0.0 ms

  





  

    		2026-03-30 22:54:11.669769

    		0.0 ms

  





  

    		2026-03-30 23:54:13.478772

    		0.0 ms

  





  

    		2026-03-31 00:54:15.122717

    		0.0 ms

  





  

    		2026-03-31 01:54:16.556883

    		0.0 ms

  





  

    		2026-03-31 02:54:17.984084

    		0.0 ms

  





  

    		2026-03-31 03:54:19.922517

    		0.0 ms

  





  

    		2026-03-31 04:54:21.763813

    		0.0 ms

  





  

    		2026-03-31 05:54:21.943082

    		0.0 ms

  





  

    		2026-03-31 06:54:22.131487

    		0.0 ms

  





  

    		2026-03-31 07:54:22.472626

    		0.0 ms

  





  

    		2026-03-31 08:54:22.623081

    		0.0 ms

  





  

    		2026-03-31 09:54:23.384628

    		0.0 ms

  





  

    		2026-03-31 10:54:23.762505

    		0.0 ms

  





  

    		2026-03-31 11:54:24.108323

    		0.0 ms

  





  

    		2026-03-31 12:54:24.544638

    		-0.1 ms

  





  

    		2026-03-31 13:54:25.01195

    		0.0 ms

  





  

    		2026-03-31 14:54:25.41162

    		0.0 ms

  





  

    		2026-03-31 15:54:25.674433

    		0.1 ms

  





  

    		2026-03-31 16:54:26.669311

    		0.0 ms

  





  

    		2026-03-31 17:54:27.048215

    		0.0 ms

  





  

    		2026-03-31 18:54:27.753671

    		0.0 ms

  





  

    		2026-03-31 19:54:27.971276

    		0.0 ms

  





  

    		2026-03-31 20:54:30.643164

    		0.1 ms

  





  

    		2026-03-31 21:54:30.821725

    		0.0 ms

  





  

    		2026-03-31 22:54:31.884669

    		0.1 ms

  





  

    		2026-03-31 23:54:33.266091

    		0.0 ms

  





  

    		2026-04-01 00:54:34.528206

    		0.0 ms

  





  

    		2026-04-01 01:54:35.602107

    		0.0 ms

  





  

    		2026-04-01 02:54:36.851146

    		0.0 ms

  





  

    		2026-04-01 03:54:38.154696

    		0.0 ms

  





  

    		2026-04-01 04:54:39.339814

    		0.0 ms

  





  

    		2026-04-01 05:54:40.255717

    		-0.1 ms

  





  

    		2026-04-01 06:54:40.293067

    		0.0 ms

  





  

    		2026-04-01 07:54:41.694717

    		0.0 ms

  





  

    		2026-04-01 08:54:41.840303

    		-0.1 ms

  





  

    		2026-04-01 09:54:41.940088

    		0.0 ms

  





  

    		2026-04-01 10:54:42.085884

    		0.0 ms

  





  

    		2026-04-01 11:54:43.226309

    		0.0 ms

  





  

    		2026-04-01 12:54:44.154744

    		0.0 ms

  





  

    		2026-04-01 13:54:44.748142

    		-0.1 ms

  





  

    		2026-04-01 14:54:45.334172

    		0.1 ms

  





  

    		2026-04-01 15:54:45.354162

    		0.0 ms

  





  

    		2026-04-01 16:54:45.724709

    		0.0 ms

  





  

    		2026-04-01 17:54:46.236751

    		0.1 ms

  





  

    		2026-04-01 18:54:46.298492

    		0.0 ms

  





  

    		2026-04-01 19:54:46.534379

    		0.0 ms

  





  

    		2026-04-01 20:54:47.823205

    		0.0 ms

  





  

    		2026-04-01 21:54:49.76886

    		0.0 ms

  





  

    		2026-04-01 22:54:51.084761

    		0.0 ms

  





  

    		2026-04-01 23:54:52.650449

    		0.1 ms

  





  

    		2026-04-02 00:54:54.155732

    		0.0 ms

  





  

    		2026-04-02 01:54:55.71618

    		-0.1 ms

  





  

    		2026-04-02 02:54:57.134166

    		0.0 ms

  





  

    		2026-04-02 03:54:58.481149

    		-0.2 ms

  





  

    		2026-04-02 04:54:59.764623

    		0.0 ms

  





  

    		2026-04-02 05:55:01.407065

    		0.0 ms

  





  

    		2026-04-02 06:55:03.264836

    		0.0 ms

  





  

    		2026-04-02 07:55:03.440791

    		-0.1 ms

  





  

    		2026-04-02 08:55:03.510235

    		-0.1 ms

  





  

    		2026-04-02 09:55:03.625099

    		0.0 ms

  





  

    		2026-04-02 10:55:03.866769

    		0.0 ms

  





  

    		2026-04-02 11:55:04.548108

    		-0.1 ms

  





  

    		2026-04-02 12:55:05.453909

    		0.0 ms

  





  

    		2026-04-02 13:55:05.715784

    		0.4 ms

  





  

    		2026-04-02 14:55:07.388168

    		-0.1 ms

  





  

    		2026-04-02 15:55:08.155182

    		0.0 ms

  





  

    		2026-04-02 16:55:08.405314

    		-0.5 ms

  





  

    		2026-04-02 17:55:09.862218

    		0.0 ms

  





  

    		2026-04-02 18:55:10.858651

    		-0.1 ms

  





  

    		2026-04-02 19:55:12.606618

    		0.0 ms

  





  

    		2026-04-02 20:55:14.727033

    		-0.2 ms

  





  

    		2026-04-02 21:55:16.613317

    		0.0 ms

  





  

    		2026-04-02 22:55:18.054303

    		-0.1 ms

  





  

    		2026-04-02 23:55:19.364061

    		0.0 ms

  





  

    		2026-04-03 00:55:19.637911

    		0.2 ms

  





  

    		2026-04-03 01:55:21.35259

    		0.1 ms

  





  

    		2026-04-03 02:55:23.127995

    		0.0 ms

  





  

    		2026-04-03 03:55:24.447933

    		0.0 ms

  





  

    		2026-04-03 04:55:25.800842

    		0.0 ms

  





  

    		2026-04-03 05:55:27.199449

    		0.0 ms

  





  

    		2026-04-03 06:55:28.82675

    		0.0 ms

  





  

    		2026-04-03 07:55:28.835018

    		0.0 ms

  





  

    		2026-04-03 08:55:30.714911

    		-0.2 ms

  





  

    		2026-04-03 09:55:31.051016

    		0.0 ms

  





  

    		2026-04-03 10:55:31.621414

    		0.0 ms

  





  

    		2026-04-03 11:55:32.32837

    		0.1 ms

  





  

    		2026-04-03 12:55:32.994995

    		-0.1 ms

  





  

    		2026-04-03 13:55:34.005821

    		0.0 ms

  





  

    		2026-04-03 14:55:34.337265

    		0.0 ms

  





  

    		2026-04-03 15:55:34.462812

    		-0.1 ms

  





  

    		2026-04-03 16:55:34.79495

    		0.0 ms

  





  

    		2026-04-03 17:55:36.547127

    		-0.2 ms

  





  

    		2026-04-03 18:55:36.601466

    		0.1 ms

  





  

    		2026-04-03 19:55:38.407012

    		-0.1 ms

  





  

    		2026-04-03 20:55:38.477401

    		0.0 ms

  





  

    		2026-04-03 21:55:39.227047

    		0.2 ms

  





  

    		2026-04-03 22:55:39.819988

    		0.0 ms

  





  

    		2026-04-03 23:55:41.957552

    		-0.1 ms

  





  

    		2026-04-04 00:55:44.030593

    		0.1 ms

  





  

    		2026-04-04 01:55:45.488655

    		0.0 ms

  





  

    		2026-04-04 02:55:46.57042

    		0.0 ms

  





  

    		2026-04-04 03:55:46.942754

    		0.0 ms

  





  

    		2026-04-04 04:55:48.763549

    		0.0 ms

  





  

    		2026-04-04 05:55:50.414237

    		-0.1 ms

  





  

    		2026-04-04 06:55:50.749699

    		-0.1 ms

  





  

    		2026-04-04 07:55:51.811523

    		0.0 ms

  





  

    		2026-04-04 08:55:52.992532

    		0.0 ms

  





  

    		2026-04-04 09:55:54.107367

    		0.0 ms

  





  

    		2026-04-04 10:55:54.486557

    		0.0 ms

  





  

    		2026-04-04 11:55:54.980029

    		-0.1 ms

  





  

    		2026-04-04 12:55:55.188525

    		0.0 ms

  





  

    		2026-04-04 13:55:55.759223

    		0.0 ms

  





  

    		2026-04-04 14:55:56.37769

    		0.0 ms

  





  

    		2026-04-04 15:55:56.975764

    		-0.1 ms

  





  

    		2026-04-04 16:55:57.496431

    		0.1 ms

  





  

    		2026-04-04 17:55:59.594359

    		0.0 ms

  





  

    		2026-04-04 18:56:00.748971

    		0.0 ms

  





  

    		2026-04-04 19:56:00.996751

    		0.0 ms

  





  

    		2026-04-04 20:56:03.620783

    		0.0 ms

  





  

    		2026-04-04 21:56:06.135093

    		0.0 ms

  





  

    		2026-04-04 22:56:08.422325

    		0.2 ms

  





  

    		2026-04-04 23:56:10.012342

    		0.3 ms

  





  

    		2026-04-05 00:56:10.183922

    		0.0 ms

  





  

    		2026-04-05 01:56:12.115981

    		0.0 ms

  





  

    		2026-04-05 02:56:13.636562

    		0.0 ms

  





  

    		2026-04-05 03:56:15.805188

    		0.0 ms

  





  

    		2026-04-05 04:56:17.406187

    		0.0 ms

  





  

    		2026-04-05 05:56:18.905532

    		0.1 ms

  





  

    		2026-04-05 06:56:19.417618

    		0.0 ms

  





  

    		2026-04-05 07:56:20.509601

    		0.0 ms

  





  

    		2026-04-05 08:56:20.950133

    		0.0 ms

  





  

    		2026-04-05 09:56:21.733009

    		0.0 ms

  





  

    		2026-04-05 10:56:21.753766

    		0.0 ms

  





  

    		2026-04-05 11:56:22.424423

    		-0.1 ms

  





  

    		2026-04-05 12:56:22.549693

    		0.0 ms

  





  

    		2026-04-05 13:56:22.684982

    		0.0 ms

  





  

    		2026-04-05 14:56:22.696281

    		0.1 ms

  





  

    		2026-04-05 15:56:23.30175

    		0.0 ms

  





  

    		2026-04-05 16:56:24.151484

    		-0.2 ms

  





  

    		2026-04-05 17:56:24.839325

    		0.0 ms

  





  

    		2026-04-05 18:56:25.1341

    		0.1 ms

  





  

    		2026-04-05 19:56:25.413222

    		0.0 ms

  





  

    		2026-04-05 20:56:25.500272

    		-0.1 ms

  





  

    		2026-04-05 21:56:26.012537

    		0.1 ms

  





  

    		2026-04-05 22:56:26.752807

    		0.0 ms

  





  

    		2026-04-05 23:56:28.412881

    		0.0 ms

  





  

    		2026-04-06 00:56:30.273589

    		0.0 ms

  





  

    		2026-04-06 01:56:32.132427

    		0.0 ms

  





  

    		2026-04-06 02:56:33.764957

    		0.1 ms

  





  

    		2026-04-06 03:56:35.443595

    		0.0 ms

  





  

    		2026-04-06 04:56:36.221221

    		-0.1 ms

  





  

    		2026-04-06 05:56:38.399442

    		0.0 ms

  





  

    		2026-04-06 06:56:38.819359

    		0.0 ms

  





  

    		2026-04-06 07:56:39.900519

    		0.0 ms

  





  

    		2026-04-06 08:56:40.589536

    		0.0 ms

  





  

    		2026-04-06 09:56:40.815015

    		0.0 ms

  





  

    		2026-04-06 10:56:41.326826

    		0.0 ms

  





  

    		2026-04-06 11:56:41.436633

    		-0.2 ms

  





  

    		2026-04-06 12:56:41.619914

    		0.0 ms

  





  

    		2026-04-06 13:56:41.636195

    		0.0 ms

  





  

    		2026-04-06 14:56:42.606036

    		0.1 ms

  





  

    		2026-04-06 15:56:43.310915

    		0.1 ms

  





  

    		2026-04-06 16:56:43.492887

    		0.0 ms

  





  

    		2026-04-06 17:56:45.215024

    		-0.1 ms

  





  

    		2026-04-06 18:56:47.006797

    		0.0 ms

  





  

    		2026-04-06 19:56:47.702908

    		-0.1 ms

  





  

    		2026-04-06 20:56:48.443046

    		0.0 ms

  





  

    		2026-04-06 21:56:49.620797

    		0.1 ms

  





  

    		2026-04-06 22:56:50.033229

    		0.0 ms

  





  

    		2026-04-06 23:56:50.641411

    		0.0 ms

  





  

    		2026-04-07 00:56:52.919117

    		0.0 ms

  





  

    		2026-04-07 01:56:54.677992

    		0.0 ms

  





  

    		2026-04-07 02:56:56.410282

    		0.0 ms

  





  

    		2026-04-07 03:56:58.255909

    		0.1 ms

  





  

    		2026-04-07 04:56:58.442463

    		0.0 ms

  





  

    		2026-04-07 05:56:59.736085

    		-0.3 ms

  





  

    		2026-04-07 06:56:59.928975

    		0.2 ms

  





  

    		2026-04-07 07:57:00.090538

    		0.0 ms

  





  

    		2026-04-07 08:57:00.500444

    		0.0 ms

  





  

    		2026-04-07 09:57:00.519059

    		0.0 ms

  





  

    		2026-04-07 10:57:00.901735

    		0.0 ms

  





  

    		2026-04-07 11:57:01.110221

    		0.0 ms

  





  

    		2026-04-07 12:57:01.24215

    		-0.1 ms

  





  

    		2026-04-07 13:57:02.286573

    		0.0 ms

  





  

    		2026-04-07 14:57:02.317331

    		0.0 ms

  





  

    		2026-04-07 15:57:02.702044

    		0.0 ms

  





  

    		2026-04-07 16:57:04.025041

    		0.0 ms

  





  

    		2026-04-07 17:57:04.542442

    		0.0 ms

  





  

    		2026-04-07 18:57:04.727608

    		0.0 ms

  





  

    		2026-04-07 19:57:05.153726

    		0.1 ms

  





  

    		2026-04-07 20:57:05.187523

    		-0.2 ms

  





  

    		2026-04-07 21:57:07.001661

    		0.0 ms

  





  

    		2026-04-07 22:57:08.580346

    		0.0 ms

  





  

    		2026-04-07 23:57:10.67233

    		0.0 ms

  





  

    		2026-04-08 00:57:12.264864

    		0.0 ms

  





  

    		2026-04-08 01:57:13.545228

    		0.0 ms

  





  

    		2026-04-08 02:57:14.785138

    		0.0 ms

  





  

    		2026-04-08 03:57:15.352525

    		0.0 ms

  





  

    		2026-04-08 04:57:17.146793

    		0.0 ms

  





  

    		2026-04-08 05:57:17.298456

    		0.0 ms

  





  

    		2026-04-08 06:57:17.793768

    		0.1 ms

  





  

    		2026-04-08 07:57:18.043492

    		0.0 ms

  





  

    		2026-04-08 08:57:18.494203

    		0.0 ms

  





  

    		2026-04-08 09:57:19.266482

    		0.0 ms

  





  

    		2026-04-08 10:57:19.330428

    		0.0 ms

  





  

    		2026-04-08 11:57:20.150168

    		0.0 ms

  





  

    		2026-04-08 12:57:20.426778

    		0.0 ms

  





  

    		2026-04-08 13:57:20.523997

    		0.0 ms

  





  

    		2026-04-08 14:57:20.657628

    		0.0 ms

  





  

    		2026-04-08 15:57:21.087821

    		0.0 ms

  





  

    		2026-04-08 16:57:21.191968

    		0.0 ms

  





  

    		2026-04-08 17:57:22.124274

    		0.1 ms

  





  

    		2026-04-08 18:57:23.049136

    		-0.1 ms

  





  

    		2026-04-08 19:57:23.172376

    		0.1 ms

  





  

    		2026-04-08 20:57:25.764036

    		0.0 ms

  





  

    		2026-04-08 21:57:27.512492

    		0.1 ms

  





  

    		2026-04-08 22:57:29.166125

    		0.0 ms

  





  

    		2026-04-08 23:57:31.029059

    		0.1 ms

  





  

    		2026-04-09 00:57:32.532694

    		0.0 ms

  





  

    		2026-04-09 01:57:33.056294

    		-0.1 ms

  





  

    		2026-04-09 02:57:35.357693

    		0.0 ms

  





  

    		2026-04-09 03:57:36.521793

    		0.0 ms

  





  

    		2026-04-09 04:57:38.035801

    		0.0 ms

  





  

    		2026-04-09 05:57:38.055533

    		-0.1 ms

  





  

    		2026-04-09 06:57:38.142273

    		0.0 ms

  





  

    		2026-04-09 07:57:38.390006

    		0.0 ms

  





  

    		2026-04-09 08:57:38.542194

    		-0.1 ms

  





  

    		2026-04-09 09:57:38.904701

    		0.0 ms

  





  

    		2026-04-09 10:57:39.976217

    		0.0 ms

  





  

    		2026-04-09 11:57:41.392329

    		0.0 ms

  





  

    		2026-04-09 12:57:42.396221

    		0.0 ms

  





  

    		2026-04-09 13:57:43.030376

    		0.0 ms

  





  

    		2026-04-09 14:57:43.75658

    		0.0 ms

  





  

    		2026-04-09 15:57:44.887372

    		0.0 ms

  





  

    		2026-04-09 16:57:46.891222

    		0.1 ms

  





  

    		2026-04-09 17:57:47.007352

    		0.0 ms

  





  

    		2026-04-09 18:57:48.904727

    		0.0 ms

  





  

    		2026-04-09 19:57:50.834456

    		0.0 ms

  





  

    		2026-04-09 20:57:52.515878

    		0.0 ms

  





  

    		2026-04-09 21:57:53.981262

    		0.0 ms

  





  

    		2026-04-09 22:57:55.356799

    		0.1 ms

  





  

    		2026-04-09 23:57:56.974386

    		0.0 ms

  





  

    		2026-04-10 00:57:58.652975

    		0.0 ms

  





  

    		2026-04-10 01:58:00.061676

    		0.0 ms

  





  

    		2026-04-10 02:58:01.472942

    		0.0 ms

  





  

    		2026-04-10 03:58:02.939671

    		0.0 ms

  





  

    		2026-04-10 04:58:04.660998

    		0.0 ms

  





  

    		2026-04-10 05:58:06.126986

    		-0.1 ms

  





  

    		2026-04-10 06:58:06.525156

    		0.0 ms

  





  

    		2026-04-10 07:58:07.921267

    		0.0 ms

  





  

    		2026-04-10 08:58:08.593584

    		0.0 ms

  





  

    		2026-04-10 09:58:09.978319

    		-0.1 ms

  





  

    		2026-04-10 10:58:10.998253

    		0.7 ms

  





  

    		2026-04-10 11:58:11.127713

    		0.0 ms

  





  

    		2026-04-10 12:58:12.611058

    		0.0 ms

  





  

    		2026-04-10 13:58:12.674084

    		0.0 ms

  





  

    		2026-04-10 14:58:12.746589

    		-0.2 ms

  





  

    		2026-04-10 15:58:13.808085

    		0.0 ms

  





  

    		2026-04-10 16:58:13.828113

    		0.0 ms

  





  

    		2026-04-10 17:58:14.945609

    		0.0 ms

  





  

    		2026-04-10 18:58:15.258836

    		0.0 ms

  





  

    		2026-04-10 19:58:16.613524

    		0.0 ms

  





  

    		2026-04-10 20:58:18.627889

    		0.0 ms

  





  

    		2026-04-10 21:58:20.332373

    		0.1 ms

  





  

    		2026-04-10 22:58:22.302811

    		0.0 ms

  





  

    		2026-04-10 23:58:23.715306

    		0.0 ms

  





  

    		2026-04-11 00:58:25.325146

    		0.0 ms

  





  

    		2026-04-11 01:58:26.937015

    		-0.1 ms

  





  

    		2026-04-11 02:58:28.520877

    		0.0 ms

  





  

    		2026-04-11 03:58:30.427809

    		0.0 ms

  





  

    		2026-04-11 04:58:32.274807

    		-0.3 ms

  





  

    		2026-04-11 05:58:34.281613

    		-0.1 ms

  





  

    		2026-04-11 06:58:35.276243

    		0.0 ms

  





  

    		2026-04-11 07:58:35.604667

    		0.0 ms

  





  

    		2026-04-11 08:58:35.898444

    		0.0 ms

  





  

    		2026-04-11 09:58:36.592727

    		0.0 ms

  





  

    		2026-04-11 10:58:38.273963

    		0.0 ms

  





  

    		2026-04-11 11:58:40.224803

    		0.1 ms

  





  

    		2026-04-11 12:58:40.308222

    		-0.3 ms

  





  

    		2026-04-11 13:58:40.638145

    		0.0 ms

  





  

    		2026-04-11 14:58:41.468986

    		0.0 ms

  





  

    		2026-04-11 15:58:42.281811

    		0.0 ms

  





  

    		2026-04-11 16:58:42.552775

    		0.0 ms

  





  

    		2026-04-11 17:58:44.713109

    		0.0 ms

  





  

    		2026-04-11 18:58:45.906169

    		0.0 ms

  





  

    		2026-04-11 19:58:46.229768

    		0.1 ms

  





  

    		2026-04-11 20:58:46.53525

    		0.0 ms

  





  

    		2026-04-11 21:58:47.390036

    		0.0 ms

  





  

    		2026-04-11 22:58:47.710981

    		0.0 ms

  





  

    		2026-04-11 23:58:47.88309

    		0.0 ms

  





  

    		2026-04-12 00:58:49.507241

    		0.0 ms

  





  

    		2026-04-12 01:58:50.71978

    		0.2 ms

  





  

    		2026-04-12 02:58:52.409713

    		0.0 ms

  





  

    		2026-04-12 03:58:54.0386

    		0.0 ms

  





  

    		2026-04-12 04:58:54.639331

    		0.0 ms

  





  

    		2026-04-12 05:58:55.441393

    		0.0 ms

  





  

    		2026-04-12 06:58:57.324218

    		0.1 ms

  





  

    		2026-04-12 07:58:58.507917

    		-0.1 ms

  





  

    		2026-04-12 08:58:58.879435

    		-0.1 ms

  





  

    		2026-04-12 09:58:59.703676

    		0.0 ms

  





  

    		2026-04-12 10:58:59.834964

    		-0.2 ms

  





  

    		2026-04-12 11:59:00.630487

    		0.0 ms

  





  

    		2026-04-12 12:59:01.001643

    		0.0 ms

  





  

    		2026-04-12 13:59:01.024171

    		0.1 ms

  





  

    		2026-04-12 14:59:01.315632

    		0.2 ms

  





  

    		2026-04-12 15:59:03.504219

    		0.0 ms

  





  

    		2026-04-12 16:59:03.609375

    		0.0 ms

  





  

    		2026-04-12 17:59:05.190762

    		0.1 ms

  





  

    		2026-04-12 18:59:05.761347

    		0.0 ms

  





  

    		2026-04-12 19:59:06.553443

    		0.0 ms

  





  

    		2026-04-12 20:59:07.211385

    		-0.1 ms

  





  

    		2026-04-12 21:59:07.793218

    		0.0 ms

  





  

    		2026-04-12 22:59:09.264866

    		-0.1 ms

  





  

    		2026-04-12 23:59:10.743068

    		0.0 ms

  





  

    		2026-04-13 00:59:11.911175

    		0.0 ms

  





  

    		2026-04-13 01:59:13.388697

    		0.0 ms

  





  

    		2026-04-13 02:59:14.50062

    		0.1 ms

  





  

    		2026-04-13 03:59:15.698415

    		0.0 ms

  





  

    		2026-04-13 04:59:17.09112

    		-0.1 ms

  





  

    		2026-04-13 05:59:17.674843

    		-0.1 ms

  





  

    		2026-04-13 06:59:18.765712

    		0.0 ms

  





  

    		2026-04-13 07:59:19.824974

    		0.0 ms

  





  

    		2026-04-13 08:59:21.226773

    		0.0 ms

  





  

    		2026-04-13 09:59:21.898596

    		0.0 ms

  





  

    		2026-04-13 10:59:22.364747

    		0.1 ms

  





  

    		2026-04-13 11:59:23.467275

    		0.0 ms

  





  

    		2026-04-13 12:59:24.5517

    		0.0 ms

  





  

    		2026-04-13 13:59:24.715797

    		0.0 ms

  





  

    		2026-04-13 14:59:24.834113

    		0.0 ms

  





  

    		2026-04-13 15:59:25.252754

    		-0.3 ms

  





  

    		2026-04-13 16:59:25.387016

    		0.0 ms

  





  

    		2026-04-13 17:59:25.634799

    		0.1 ms

  





  

    		2026-04-13 18:59:26.403531

    		0.1 ms

  





  

    		2026-04-13 19:59:26.7807

    		0.0 ms

  





  

    		2026-04-13 20:59:27.3597

    		0.0 ms

  





  

    		2026-04-13 21:59:28.465891

    		0.0 ms

  





  

    		2026-04-13 22:59:29.815868

    		0.0 ms

  





  

    		2026-04-13 23:59:29.886842

    		-0.1 ms

  





  

    		2026-04-14 00:59:31.229687

    		0.1 ms

  





  

    		2026-04-14 01:59:32.606808

    		0.0 ms

  





  

    		2026-04-14 02:59:34.034166

    		0.0 ms

  





  

    		2026-04-14 03:59:35.324372

    		0.0 ms

  





  

    		2026-04-14 04:59:35.49003

    		0.0 ms

  





  

    		2026-04-14 05:59:35.965365

    		0.0 ms

  





  

    		2026-04-14 06:59:36.418956

    		-0.1 ms

  





  

    		2026-04-14 07:59:37.578217

    		0.0 ms

  





  

    		2026-04-14 08:59:37.944283

    		0.0 ms

  





  

    		2026-04-14 09:59:39.438927

    		0.0 ms

  





  

    		2026-04-14 10:59:39.663359

    		-0.1 ms

  





  

    		2026-04-14 11:59:39.754039

    		0.0 ms

  





  

    		2026-04-14 12:59:41.117563

    		0.0 ms

  





  

    		2026-04-14 13:59:42.234325

    		-0.1 ms

  





  

    		2026-04-14 14:59:42.274009

    		0.0 ms

  





  

    		2026-04-14 15:59:43.467978

    		0.0 ms

  





  

    		2026-04-14 16:59:44.206109

    		0.0 ms

  





  

    		2026-04-14 17:59:46.027682

    		0.0 ms

  





  

    		2026-04-14 18:59:46.456108

    		0.0 ms

  





  

    		2026-04-14 19:59:46.71624

    		0.0 ms

  





  

    		2026-04-14 20:59:46.724241

    		0.0 ms

  





  

    		2026-04-14 21:59:48.456341

    		0.0 ms

  





  

    		2026-04-14 22:59:48.571722

    		0.0 ms

  





  

    		2026-04-14 23:59:48.980103

    		0.0 ms

  





  

    		2026-04-15 00:59:50.225045

    		0.0 ms

  





  

    		2026-04-15 01:59:51.687766

    		0.0 ms

  





  

    		2026-04-15 02:59:51.829849

    		0.0 ms

  





  

    		2026-04-15 03:59:53.342958

    		0.0 ms

  





  

    		2026-04-15 04:59:55.141555

    		0.0 ms

  





  

    		2026-04-15 05:59:57.383278

    		0.0 ms

  





  

    		2026-04-15 06:59:57.7931

    		0.0 ms

  





  

    		2026-04-15 07:59:58.217386

    		0.1 ms

  





  

    		2026-04-15 08:59:58.964731

    		0.0 ms

  





  

    		2026-04-15 09:59:59.342342

    		-0.1 ms

  





  

    		2026-04-15 11:00:00.205726

    		0.1 ms

  





  

    		2026-04-15 12:00:00.549635

    		0.0 ms

  





  

    		2026-04-15 13:00:00.864751

    		0.0 ms

  





  

    		2026-04-15 14:00:01.222873

    		0.0 ms

  





  

    		2026-04-15 15:00:01.424912

    		0.2 ms

  





  

    		2026-04-15 16:00:01.987735

    		0.0 ms

  





  

    		2026-04-15 17:00:03.52292

    		0.0 ms

  





  

    		2026-04-15 18:00:04.00129

    		0.0 ms

  





  

    		2026-04-15 19:00:06.265911

    		-0.1 ms

  





  

    		2026-04-15 20:00:06.386497

    		0.7 ms

  





  

    		2026-04-15 21:00:07.156319

    		0.0 ms

  





  

    		2026-04-15 22:00:08.335774

    		0.0 ms

  





  

    		2026-04-15 23:00:10.440043

    		0.0 ms

  





  

    		2026-04-16 00:00:11.745456

    		0.0 ms

  





  

    		2026-04-16 01:00:12.947764

    		0.0 ms

  





  

    		2026-04-16 02:00:14.4246

    		0.0 ms

  





  

    		2026-04-16 03:00:16.132521

    		0.0 ms

  





  

    		2026-04-16 04:00:17.222845

    		0.0 ms

  





  

    		2026-04-16 05:00:18.479943

    		0.0 ms

  





  

    		2026-04-16 06:00:20.012347

    		0.0 ms

  





  

    		2026-04-16 07:00:20.971906

    		0.0 ms

  





  

    		2026-04-16 08:00:21.501646

    		-0.1 ms

  





  

    		2026-04-16 09:00:22.440765

    		0.0 ms

  





  

    		2026-04-16 10:00:22.49529

    		0.0 ms

  





  

    		2026-04-16 11:00:23.063211

    		0.0 ms

  





  

    		2026-04-16 12:00:23.111576

    		-0.1 ms

  





  

    		2026-04-16 13:00:23.3708

    		0.2 ms

  





  

    		2026-04-16 14:00:23.52079

    		0.0 ms

  





  

    		2026-04-16 15:00:24.606594

    		0.0 ms

  





  

    		2026-04-16 16:00:25.414609

    		0.0 ms

  





  

    		2026-04-16 17:00:25.452789

    		0.0 ms

  





  

    		2026-04-16 18:00:27.101549

    		0.0 ms

  





  

    		2026-04-16 19:00:28.117766

    		0.0 ms

  





  

    		2026-04-16 20:00:30.499378

    		0.0 ms

  





  

    		2026-04-16 21:00:31.921543

    		0.0 ms

  





  

    		2026-04-16 22:00:33.219451

    		0.0 ms

  





  

    		2026-04-16 23:00:33.411466

    		-0.1 ms

  





  

    		2026-04-17 00:00:35.087028

    		0.0 ms

  





  

    		2026-04-17 01:00:36.668608

    		0.1 ms

  





  

    		2026-04-17 02:00:37.932407

    		0.1 ms

  





  

    		2026-04-17 03:00:39.435098

    		-0.1 ms

  





  

    		2026-04-17 04:00:40.922222

    		0.0 ms

  





  

    		2026-04-17 05:00:42.535942

    		0.0 ms

  





  

    		2026-04-17 06:00:44.137177

    		0.0 ms

  





  

    		2026-04-17 07:00:44.713277

    		0.0 ms

  





  

    		2026-04-17 08:00:44.756139

    		0.1 ms

  





  

    		2026-04-17 09:00:45.847257

    		0.0 ms

  





  

    		2026-04-17 10:00:46.041959

    		0.0 ms

  





  

    		2026-04-17 11:00:47.687337

    		0.0 ms

  





  

    		2026-04-17 12:00:48.110335

    		0.0 ms

  





  

    		2026-04-17 13:00:48.421143

    		0.0 ms

  





  

    		2026-04-17 14:00:48.84555

    		0.0 ms

  





  

    		2026-04-17 15:00:48.97152

    		-0.2 ms

  





  

    		2026-04-17 16:00:50.143855

    		-0.1 ms

  





  

    		2026-04-17 17:00:52.768602

    		0.1 ms

  





  

    		2026-04-17 18:00:52.917046

    		0.0 ms

  





  

    		2026-04-17 19:00:55.057643

    		0.0 ms

  





  

    		2026-04-17 20:00:56.927768

    		0.0 ms

  





  

    		2026-04-17 21:00:58.486285

    		0.0 ms

  





  

    		2026-04-17 22:01:00.236125

    		0.1 ms

  





  

    		2026-04-17 23:01:01.624474

    		0.0 ms

  





  

    		2026-04-18 00:01:03.180087

    		-0.1 ms

  





  

    		2026-04-18 01:01:04.850636

    		0.0 ms

  





  

    		2026-04-18 02:01:05.90247

    		0.0 ms

  





  

    		2026-04-18 03:01:07.266472

    		0.0 ms

  





  

    		2026-04-18 04:01:07.412541

    		0.0 ms

  





  

    		2026-04-18 05:01:08.95285

    		0.0 ms

  





  

    		2026-04-18 06:01:10.887785

    		0.0 ms

  





  

    		2026-04-18 07:01:11.449423

    		0.0 ms

  





  

    		2026-04-18 08:01:11.469907

    		0.0 ms

  





  

    		2026-04-18 09:01:13.197826

    		0.0 ms

  





  

    		2026-04-18 10:01:13.366227

    		0.0 ms

  





  

    		2026-04-18 11:01:14.794222

    		0.1 ms

  





  

    		2026-04-18 12:01:15.603755

    		0.0 ms

  





  

    		2026-04-18 13:01:15.845034

    		0.0 ms

  





  

    		2026-04-18 14:01:15.972393

    		0.0 ms

  





  

    		2026-04-18 15:01:16.767237

    		0.0 ms

  





  

    		2026-04-18 16:01:17.091293

    		0.0 ms

  





  

    		2026-04-18 17:01:17.230286

    		0.0 ms

  





  

    		2026-04-18 18:01:18.775785

    		0.1 ms

  





  

    		2026-04-18 19:01:18.795892

    		0.0 ms

  





  

    		2026-04-18 20:01:20.457977

    		0.0 ms

  





  

    		2026-04-18 21:01:23.044975

    		0.0 ms

  





  

    		2026-04-18 22:01:24.558221

    		0.0 ms

  





  

    		2026-04-18 23:01:26.20304

    		-0.1 ms

  





  

    		2026-04-19 00:01:27.750252

    		0.0 ms

  





  

    		2026-04-19 01:01:29.187636

    		0.1 ms

  





  

    		2026-04-19 02:01:30.620394

    		-0.1 ms

  





  

    		2026-04-19 03:01:32.005246

    		0.0 ms

  





  

    		2026-04-19 04:01:33.399027

    		0.0 ms

  





  

    		2026-04-19 05:01:34.829942

    		0.0 ms

  





  

    		2026-04-19 06:01:36.140841

    		0.0 ms

  





  

    		2026-04-19 07:01:36.665656

    		0.0 ms

  





  

    		2026-04-19 08:01:37.253498

    		-0.1 ms

  





  

    		2026-04-19 09:01:37.772992

    		0.0 ms

  





  

    		2026-04-19 10:01:37.902225

    		0.0 ms

  





  

    		2026-04-19 11:01:40.149008

    		0.0 ms

  





  

    		2026-04-19 12:01:40.881289

    		-0.1 ms

  





  

    		2026-04-19 13:01:42.418652

    		0.0 ms

  





  

    		2026-04-19 14:01:42.535516

    		0.0 ms

  





  

    		2026-04-19 15:01:43.677711

    		0.0 ms

  





  

    		2026-04-19 16:01:44.516143

    		0.1 ms

  





  

    		2026-04-19 17:01:46.494196

    		-0.2 ms

  





  

    		2026-04-19 18:01:46.816448

    		0.0 ms

  





  

    		2026-04-19 19:01:49.519903

    		0.0 ms

  





  

    		2026-04-19 20:01:49.780874

    		0.0 ms

  





  

    		2026-04-19 21:01:51.411566

    		0.0 ms

  





  

    		2026-04-19 22:01:53.001512

    		0.0 ms

  





  

    		2026-04-19 23:01:54.725703

    		0.0 ms

  





  

    		2026-04-20 00:01:56.139955

    		0.0 ms

  





  

    		2026-04-20 01:01:57.475544

    		0.0 ms

  





  

    		2026-04-20 02:01:58.786583

    		0.1 ms

  





  

    		2026-04-20 03:02:00.152622

    		0.0 ms

  





  

    		2026-04-20 04:02:01.891281

    		0.0 ms

  





  

    		2026-04-20 05:02:03.100056

    		0.0 ms

  





  

    		2026-04-20 06:02:03.566063

    		0.0 ms

  





  

    		2026-04-20 07:02:03.848955

    		0.0 ms

  





  

    		2026-04-20 08:02:04.064048

    		0.0 ms

  





  

    		2026-04-20 09:02:04.500194

    		0.0 ms

  





  

    		2026-04-20 10:02:04.818644

    		0.0 ms

  





  

    		2026-04-20 11:02:04.899745

    		0.0 ms

  





  

    		2026-04-20 12:02:04.967216

    		0.0 ms

  





  

    		2026-04-20 13:02:06.189807

    		0.0 ms

  





  

    		2026-04-20 14:02:06.487153

    		0.2 ms

  





  

    		2026-04-20 15:02:06.748683

    		0.0 ms

  





  

    		2026-04-20 16:02:08.743109

    		0.0 ms

  





  

    		2026-04-20 17:02:08.807854

    		-0.1 ms

  





  

    		2026-04-20 18:02:09.580822

    		0.0 ms

  





  

    		2026-04-20 19:02:09.60738

    		0.1 ms

  





  

    		2026-04-20 20:02:09.987601

    		0.0 ms

  





  

    		2026-04-20 21:02:10.315764

    		0.1 ms

  





  

    		2026-04-20 22:02:12.153623

    		0.0 ms

  





  

    		2026-04-20 23:02:13.912597

    		0.0 ms

  





  

    		2026-04-21 00:02:15.539098

    		0.0 ms

  





  

    		2026-04-21 01:02:16.514801

    		0.0 ms

  





  

    		2026-04-21 02:02:17.579869

    		0.0 ms

  





  

    		2026-04-21 03:02:17.686263

    		0.0 ms

  





  

    		2026-04-21 04:02:19.671039

    		0.0 ms

  





  

    		2026-04-21 05:02:21.190353

    		0.1 ms

  





  

    		2026-04-21 06:02:23.642729

    		0.0 ms

  





  

    		2026-04-21 07:02:24.486976

    		0.0 ms

  





  

    		2026-04-21 08:02:25.172549

    		0.0 ms

  





  

    		2026-04-21 09:02:26.4271

    		0.0 ms

  





  

    		2026-04-21 10:02:27.749051

    		0.0 ms

  





  

    		2026-04-21 11:02:27.926646

    		0.0 ms

  





  

    		2026-04-21 12:02:28.14251

    		0.0 ms

  





  

    		2026-04-21 13:02:28.541241

    		0.0 ms

  





  

    		2026-04-21 14:02:29.735961

    		0.0 ms

  





  

    		2026-04-21 15:02:30.721006

    		0.1 ms

  





  

    		2026-04-21 16:02:30.856077

    		0.0 ms

  





  

    		2026-04-21 17:02:31.998949

    		0.0 ms

  





  

    		2026-04-21 18:02:32.037859

    		0.0 ms

  





  

    		2026-04-21 19:02:33.089845

    		0.0 ms

  





  

    		2026-04-21 20:02:33.657741

    		0.0 ms

  





  

    		2026-04-21 21:02:34.969867

    		0.0 ms

  





  

    		2026-04-21 22:02:36.597148

    		0.0 ms

  





  

    		2026-04-21 23:02:37.708708

    		0.0 ms

  





  

    		2026-04-22 00:02:38.710143

    		0.0 ms

  





  

    		2026-04-22 01:02:39.645938

    		0.0 ms

  





  

    		2026-04-22 02:02:40.605083

    		0.0 ms

  





  

    		2026-04-22 03:02:41.526397

    		0.0 ms

  





  

    		2026-04-22 04:02:42.546498

    		0.0 ms

  





  

    		2026-04-22 05:02:43.484135

    		0.0 ms

  





  

    		2026-04-22 06:02:44.760648

    		0.0 ms

  





  

    		2026-04-22 07:02:45.216554

    		0.0 ms

  





  

    		2026-04-22 08:02:45.668856

    		0.0 ms

  





  

    		2026-04-22 09:02:45.735582

    		0.1 ms

  





  

    		2026-04-22 10:02:46.049664

    		0.0 ms

  





  

    		2026-04-22 11:02:46.205042

    		0.0 ms

  





  

    		2026-04-22 12:02:46.409421

    		0.0 ms

  





  

    		2026-04-22 13:02:46.613033

    		0.0 ms

  





  

    		2026-04-22 14:02:47.065407

    		0.0 ms

  





  

    		2026-04-22 15:02:47.345058

    		0.1 ms

  





  

    		2026-04-22 16:02:48.138416

    		0.0 ms

  





  

    		2026-04-22 17:02:48.879714

    		0.0 ms

  





  

    		2026-04-22 18:02:51.462341

    		0.0 ms

  





  

    		2026-04-22 19:02:53.05594

    		0.0 ms

  





  

    		2026-04-22 20:02:53.96546

    		-0.1 ms

  





  

    		2026-04-22 21:02:54.764812

    		0.0 ms

  





  

    		2026-04-22 22:02:55.001938

    		0.0 ms

  





  

    		2026-04-22 23:02:56.183221

    		-0.1 ms

  





  

    		2026-04-23 00:02:57.415975

    		0.0 ms

  





  

    		2026-04-23 01:02:58.56505

    		0.1 ms

  





  

    		2026-04-23 02:02:59.671881

    		0.0 ms

  





  

    		2026-04-23 03:03:01.934798

    		-0.2 ms

  





  

    		2026-04-23 04:03:03.186299

    		0.0 ms

  





  

    		2026-04-23 05:03:04.070323

    		0.0 ms

  





  

    		2026-04-23 06:03:05.084242

    		0.0 ms

  





  

    		2026-04-23 07:03:06.653813

    		0.0 ms

  





  

    		2026-04-23 08:03:07.809056

    		0.0 ms

  





  

    		2026-04-23 09:03:08.226394

    		0.0 ms

  





  

    		2026-04-23 10:03:08.469037

    		0.1 ms

  





  

    		2026-04-23 11:03:08.475434

    		0.0 ms

  





  

    		2026-04-23 12:03:09.659241

    		-0.1 ms

  





  

    		2026-04-23 13:03:09.992475

    		0.0 ms

  





  

    		2026-04-23 14:03:10.055479

    		0.1 ms

  





  

    		2026-04-23 15:03:10.132073

    		0.0 ms

  





  

    		2026-04-23 16:03:10.305726

    		0.0 ms

  





  

    		2026-04-23 17:03:10.516101

    		0.0 ms

  





  

    		2026-04-23 18:03:11.034945

    		0.0 ms

  





  

    		2026-04-23 19:03:12.895215

    		0.2 ms

  





  

    		2026-04-23 20:03:13.188667

    		0.0 ms

  





  

    		2026-04-23 21:03:14.979179

    		-0.1 ms

  





  

    		2026-04-23 22:03:16.210455

    		0.0 ms

  





  

    		2026-04-23 23:03:17.457694

    		0.0 ms

  





  

    		2026-04-24 00:03:18.507865

    		0.0 ms

  





  

    		2026-04-24 01:03:19.456082

    		0.0 ms

  





  

    		2026-04-24 02:03:20.338015

    		0.0 ms

  





  

    		2026-04-24 03:03:21.274324

    		0.0 ms

  





  

    		2026-04-24 04:03:22.261161

    		0.1 ms

  





  

    		2026-04-24 05:03:23.284382

    		-0.1 ms

  





  

    		2026-04-24 06:03:24.964182

    		-0.1 ms

  





  

    		2026-04-24 07:03:25.065207

    		-0.1 ms

  





  

    		2026-04-24 08:03:25.176636

    		-0.4 ms

  





  

    		2026-04-24 09:03:25.984854

    		-0.1 ms

  





  

    		2026-04-24 10:03:26.023113

    		0.1 ms

  





  

    		2026-04-24 11:03:26.909516

    		-0.3 ms

  





  

    		2026-04-24 12:03:27.008751

    		0.2 ms

  





  

    		2026-04-24 13:03:27.643715

    		0.0 ms

  





  

    		2026-04-24 14:03:27.755999

    		0.0 ms

  





  

    		2026-04-24 15:03:28.263942

    		0.0 ms

  





  

    		2026-04-24 16:03:29.556295

    		-0.2 ms

  





  

    		2026-04-24 17:03:29.626186

    		0.0 ms

  





  

    		2026-04-24 18:03:31.158259

    		0.1 ms

  





  

    		2026-04-24 19:03:32.756396

    		0.0 ms

  





  

    		2026-04-24 20:03:33.525977

    		0.0 ms

  





  

    		2026-04-24 21:03:35.455773

    		0.0 ms

  





  

    		2026-04-24 22:03:36.95041

    		-0.1 ms

  





  

    		2026-04-24 23:03:38.031246

    		0.0 ms

  





  

    		2026-04-25 00:03:38.99495

    		0.0 ms

  





  

    		2026-04-25 01:03:39.930664

    		0.0 ms

  





  

    		2026-04-25 02:03:40.865262

    		0.0 ms

  





  

    		2026-04-25 03:03:41.746056

    		0.0 ms

  





  

    		2026-04-25 04:03:42.643963

    		0.0 ms

  





  

    		2026-04-25 05:03:43.62524

    		0.0 ms

  





  

    		2026-04-25 06:03:44.107754

    		-0.1 ms

  





  

    		2026-04-25 07:03:46.590135

    		0.0 ms

  





  

    		2026-04-25 08:03:48.856976

    		0.0 ms

  





  

    		2026-04-25 09:03:49.130517

    		0.0 ms

  





  

    		2026-04-25 10:03:49.791483

    		0.0 ms

  





  

    		2026-04-25 11:03:50.062603

    		0.0 ms

  





  

    		2026-04-25 12:03:50.419579

    		0.1 ms

  





  

    		2026-04-25 13:03:50.510175

    		0.0 ms

  





  

    		2026-04-25 14:03:50.60558

    		0.0 ms

  





  

    		2026-04-25 15:03:51.363223

    		0.0 ms

  





  

    		2026-04-25 16:03:51.796265

    		0.0 ms

  





  

    		2026-04-25 17:03:52.372937

    		0.0 ms

  





  

    		2026-04-25 18:03:52.453031

    		0.0 ms

  





  

    		2026-04-25 19:03:54.21076

    		0.0 ms

  





  

    		2026-04-25 20:03:55.099337

    		0.0 ms

  





  

    		2026-04-25 21:03:56.619135

    		0.0 ms

  





  

    		2026-04-25 22:03:59.108562

    		0.0 ms

  





  

    		2026-04-25 23:04:00.506798

    		0.0 ms

  





  

    		2026-04-26 00:04:01.917647

    		0.0 ms

  





  

    		2026-04-26 01:04:03.299053

    		0.0 ms

  





  

    		2026-04-26 02:04:04.656508

    		0.0 ms

  





  

    		2026-04-26 03:04:05.855289

    		0.0 ms

  





  

    		2026-04-26 04:04:07.049691

    		0.1 ms

  





  

    		2026-04-26 05:04:08.516553

    		0.0 ms

  





  

    		2026-04-26 06:04:10.42162

    		0.0 ms

  





  

    		2026-04-26 07:04:13.41255

    		0.0 ms

  





  

    		2026-04-26 08:04:13.965562

    		0.0 ms

  





  

    		2026-04-26 09:04:14.712194

    		-0.1 ms

  





  

    		2026-04-26 10:04:14.835085

    		0.0 ms

  





  

    		2026-04-26 11:04:14.946556

    		0.0 ms

  





  

    		2026-04-26 12:04:16.418316

    		0.0 ms

  





  

    		2026-04-26 13:04:16.495727

    		0.0 ms

  





  

    		2026-04-26 14:04:16.781268

    		0.0 ms

  





  

    		2026-04-26 15:04:17.349488

    		0.0 ms

  





  

    		2026-04-26 16:04:18.093737

    		0.0 ms

  





  

    		2026-04-26 17:04:18.326089

    		-0.2 ms

  





  

    		2026-04-26 18:04:20.224448

    		0.3 ms

  





  

    		2026-04-26 19:04:21.125515

    		0.0 ms

  





  

    		2026-04-26 20:04:22.505389

    		0.2 ms

  





  

    		2026-04-26 21:04:23.03258

    		-0.1 ms

  





  

    		2026-04-26 22:04:24.175391

    		0.0 ms

  





  

    		2026-04-26 23:04:24.284295

    		0.0 ms

  





  

    		2026-04-27 00:04:24.32493

    		0.0 ms

  





  

    		2026-04-27 01:04:24.626614

    		-0.1 ms

  





  

    		2026-04-27 02:04:24.679298

    		0.1 ms

  





  

    		2026-04-27 03:04:26.13579

    		0.0 ms

  





  

    		2026-04-27 04:04:26.164992

    		0.0 ms

  





  

    		2026-04-27 05:04:26.808194

    		0.0 ms

  





  

    		2026-04-27 06:04:28.24965

    		-0.1 ms

  





  

    		2026-04-27 07:04:28.916348

    		0.0 ms

  





  

    		2026-04-27 08:04:29.959496

    		0.0 ms

  





  

    		2026-04-27 09:04:30.761504

    		0.0 ms

  





  

    		2026-04-27 10:04:30.982242

    		0.0 ms

  





  

    		2026-04-27 11:04:31.369779

    		0.0 ms

  





  

    		2026-04-27 12:04:31.848639

    		0.0 ms

  





  

    		2026-04-27 13:04:32.113685

    		0.0 ms

  





  

    		2026-04-27 14:04:32.891338

    		0.0 ms

  





  

    		2026-04-27 15:04:33.151136

    		0.0 ms

  





  

    		2026-04-27 16:04:33.794002

    		0.0 ms

  





  

    		2026-04-27 17:04:34.918095

    		0.1 ms

  





  

    		2026-04-27 18:04:35.011229

    		0.1 ms

  





  

    		2026-04-27 19:04:35.844942

    		0.0 ms

  





  

    		2026-04-27 20:04:36.388892

    		-0.1 ms

  





  

    		2026-04-27 21:04:36.82354

    		0.0 ms

  





  

    		2026-04-27 22:04:39.124904

    		0.0 ms

  





  

    		2026-04-27 23:04:41.034177

    		0.0 ms

  





  

    		2026-04-28 00:04:42.441587

    		0.0 ms

  





  

    		2026-04-28 01:04:44.016848

    		0.1 ms

  





  

    		2026-04-28 02:04:44.192457

    		0.0 ms

  





  

    		2026-04-28 03:04:45.968481

    		0.0 ms

  





  

    		2026-04-28 04:04:47.668797

    		0.0 ms

  





  

    		2026-04-28 05:04:49.302163

    		0.0 ms

  





  

    		2026-04-28 06:04:49.753326

    		0.0 ms

  





  

    		2026-04-28 07:04:50.738026

    		0.0 ms

  





  

    		2026-04-28 08:04:51.506724

    		0.1 ms

  





  

    		2026-04-28 09:04:51.757991

    		0.0 ms

  





  

    		2026-04-28 10:04:52.095015

    		-0.1 ms

  





  

    		2026-04-28 11:04:52.451504

    		0.2 ms

  





  

    		2026-04-28 12:04:52.6986

    		0.0 ms

  





  

    		2026-04-28 13:04:53.259421

    		0.0 ms

  





  

    		2026-04-28 14:04:53.923832

    		-0.2 ms

  





  

    		2026-04-28 15:04:54.31816

    		0.0 ms

  





  

    		2026-04-28 16:04:54.788146

    		0.0 ms

  





  

    		2026-04-28 17:04:56.221622

    		0.1 ms

  





  

    		2026-04-28 18:04:56.926668

    		0.0 ms

  





  

    		2026-04-28 19:04:59.05711

    		0.0 ms

  





  

    		2026-04-28 20:04:59.313126

    		0.1 ms

  





  

    		2026-04-28 21:05:00.910234

    		0.0 ms

  





  

    		2026-04-28 22:05:01.199169

    		0.0 ms

  





  

    		2026-04-28 23:05:01.738778

    		0.0 ms

  





  

    		2026-04-29 00:05:02.413833

    		0.0 ms

  





  

    		2026-04-29 01:05:03.825982

    		0.0 ms

  





  

    		2026-04-29 02:05:05.335477

    		0.0 ms

  





  

    		2026-04-29 03:05:06.749213

    		0.0 ms

  





  

    		2026-04-29 04:05:07.95205

    		0.0 ms

  





  

    		2026-04-29 05:05:09.07935

    		0.0 ms

  





  

    		2026-04-29 06:05:10.17619

    		0.0 ms

  





  

    		2026-04-29 07:05:10.789845

    		0.0 ms

  





  

    		2026-04-29 08:05:11.332063

    		0.0 ms

  





  

    		2026-04-29 09:05:11.560469

    		0.0 ms

  





  

    		2026-04-29 10:05:11.651317

    		0.0 ms

  





  

    		2026-04-29 11:05:12.361232

    		0.0 ms

  





  

    		2026-04-29 12:05:12.498917

    		0.0 ms

  





  

    		2026-04-29 13:05:12.660451

    		-0.1 ms

  





  

    		2026-04-29 14:05:13.178934

    		0.0 ms

  





  

    		2026-04-29 15:05:13.92147

    		0.0 ms

  





  

    		2026-04-29 16:05:14.385285

    		0.0 ms

  





  

    		2026-04-29 17:05:15.010558

    		0.0 ms

  





  

    		2026-04-29 18:05:15.405423

    		0.0 ms

  





  

    		2026-04-29 19:05:16.666586

    		0.0 ms

  





  

    		2026-04-29 20:05:17.413601

    		0.1 ms

  





  

    		2026-04-29 21:05:18.530278

    		0.0 ms

  





  

    		2026-04-29 22:05:19.532718

    		0.0 ms

  





  

    		2026-04-29 23:05:21.463451

    		0.0 ms

  





  

    		2026-04-30 00:05:22.756256

    		-0.1 ms

  





  

    		2026-04-30 01:05:23.8436

    		0.0 ms

  





  

    		2026-04-30 02:05:24.410172

    		0.1 ms

  





  

    		2026-04-30 03:05:26.035192

    		0.0 ms

  





  

    		2026-04-30 04:05:27.132908

    		0.0 ms

  





  

    		2026-04-30 05:05:28.074848

    		0.0 ms

  





  

    		2026-04-30 06:05:28.61299

    		0.1 ms

  





  

    		2026-04-30 07:05:29.217453

    		-0.1 ms

  





  

    		2026-04-30 08:05:29.519716

    		0.0 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person's screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2026-04-29 15:07:23.56 UTC

    		217.21.226.226

    		Jesper Ackinger (JA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-29 15:13:35.87 UTC

    		217.21.226.226

    		Jesper Ackinger (JA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-13 16:38:39 UTC.

  

  

    		2026-04-29 15:54:34.199 UTC

    		83.191.114.95

    		Emma Hedenryd (EH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-29 15:54:50.797 UTC

    		83.191.114.95

    		Emma Hedenryd (EH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-13 16:38:39 UTC.

  

  

    		2026-04-30 08:42:07.383 UTC

    		212.181.92.34

    		Jonas Petri (JP) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-30 08:42:38.633 UTC

    		212.181.92.34

    		Jonas Petri (JP) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-22 12:30:17 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.



